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Setting the Stage: Higher Education’s Grand Challenges
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EDUCAUSE 2020 Top 10 Issues

1.

Information Security Strategy: Developing a risk-based security strategy that effectively
detects, responds to, and prevents security threats and challenges

Privacy: Safeguarding institutional constituents' privacy rights and maintaining
accountability for protecting all types of restricted data

Sustainable Funding: Developing funding models that can maintain quality and
accommodate both new needs and the growing use of IT services in an era of increasing
budget constraints

Digital Integrations: Ensuring system interoperability, scalability, and extensibility, as
well as data integrity, security, standards, and governance, across multiple applications
and platforms

Student Retention and Completion: Developing the capabilities and systems to
incorporate artificial intelligence into student services to provide personalized, timely

support
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6. Student-Centric Higher Education: Creating a student-services ecosystem to support
the entire student life cycle, from prospecting to enrollment, learning, job placement,
alumni engagement, and continuing education

7. Improved Enrollment: Using technology, data, and analytics to develop an inclusive and
financially sustainable enrollment strategy to serve more and new learners by
personalizing recruitment, enrollment, and learning experiences

8. Higher Education Affordability: Aligning IT organizations, priorities, and resources with
institutional priorities and resources to achieve a sustainable future

9. Administrative Simplification: Applying user-centered design, process improvement,
and system reengineering to reduce redundant or unnecessary efforts and improve end-
user experiences

10. The Integrative CIO: Repositioning or reinforcing the role of IT leadership as an integral
strategic partner of institutional leadership in supporting institutional missions
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Simplify

4,

Digital Integrations: Ensuring system interoperability, scalability, and extensibility,
as well as data integrity, security, standards, and governance, across multiple
applications and platforms

Administrative Simplification: Applying user-centered design, process
improvement, and system reengineering to reduce redundant or unnecessary
efforts and improve end-user experiences




Simplity: Two-Year Change in Related Trends
Incorporated into IT Strategy

Institution-wide data management and integrations

Changing enterprise architectures, integrations, workflows

Shared services

W 2020

m 2018 User-centered design




Simplify: Hopes in 3-5 Years

e We develop standards and tools to simplify out of the
box integrations and facilitate better analytics

e Institutional services are as easy to use as consumer
apps

e Institutions direct more of their efforts toward

students’ needs, from student mental health, to
retention, to recruitment, to debt avoidance, to job
placement.



Presenter
Presentation Notes
We will continue to evolve standards and tools to simplify out of the box integrations, reducing the volume of interface development work. The resulting “plug and play” applications and data would enable institutions to more effectively use data and analytics to address recruitment, retention, and other urgent student issues. 
The partnerships with other institutions and with vendors, on which achieving this hope rests, will become deeper, and vendors in particular will better recognize that adopting common standards and offering out of the box solutions for major systems is good for higher education and for their bottom line.



Institutions’ administrative services will become as easy to use as consumer apps.
Institutions will be directing more of their efforts toward students’ needs, from student mental health, to retention, to recruitment, to debt avoidance, to job placement. 
Staff throughout the institution will view themselves as a community of interdependent colleagues focused on what’s best for students and the institution. 



Simplity: Takeaways

e Break down the silos

e |f the whole is more than the sum
of the parts, there needs to be a
whole in the first place.
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Sustain

1. Information Security Strategy: Developing a risk-based security strategy
that effectively detects, responds to, and prevents security threats and
challenges

2. Privacy: Safeguarding institutional constituents' privacy rights and
maintaining accountability for protecting all types of restricted data

3. Sustainable Funding: Developing funding models that can maintain
quality and accommodate both new needs and the growing use of IT
services in an era of increasing budget constraints

8. Higher Education Affordability: Aligning IT organizations, priorities, and
resources with institutional priorities and resources to achieve a
sustainable future




Sustain: Two-Year Change in Related Techs

Percentage of institutions that
have implemented technology
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DNS security
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ThreatPROTECT,
cloud-based email



Sustain: Hopes in 3-5 Years

e We adopt a data common framework

e Privacy is as important as information security

e Institutions understand IT’s value to business models
and missions, and fund it accordingly.

e Other parts of the higher education ecosystem share
accountability for affordability as a societal good



Presenter
Presentation Notes
Our sector adopts a common framework that works for all kinds of data and requirements in higher education. 
Higher education collaborates more effectively to centralize sharing of threat intelligence. 
EDUCAUSE cybersecurity maturity benchmarks are used and successfully achieved by 90% of EDUCAUSE members. 

Institutions will recognize that they can ensure cybersecurity without compromising privacy by developing good processes and practices for collecting, curating, governing, and using the vast amount of information that we have. 
Privacy will rise to the same level of awareness and importance in our campus discussions as information security, the usability of systems, and accessibility. 
Institutions will adopt guidelines and agreements that protect individual data when it is shared beyond the institution, including with vendor solutions.
Institutions will move beyond passwords to adopt technologies like tokens that better safeguard privacy by limit limiting access.  

Institutions will understand the value technology contributes to their business models and missions, and fund it accordingly.
Institutions will establish more meaningful priorities more effectively. They will place a few big bets on the future and fund them accordingly, rather than satisfice by sprinkling a bit of money across the entire enterprise.
Society and governments, with the help of articulation and advocacy from higher education, will have placed a contemporary value on the higher education experience and product, leading to increased enrollments and more stable support.

Other parts of the higher education ecosystem will share accountability for affordability as a societal good, including:
Publishers to work collaboratively with institutions to reduce the costs of scholarly and educational materials
Other vendors, to provide meaningfully discounted technologies and other services to the higher education industry
Vendors, to creatively partner with institutions to otherwise help lower the cost of attendance, such as by providing educational opportunities in concert with institutions
State and the federal governments, to provide funding to make public institutions affordable regardless of a student’s income.
Institutional leaders will look to their IT departments to provide leadership in reducing cost and adding value.
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Sustain: Takeaways i . AE

e Datais the currency of the
Institution

e \We have to have a sustainable
strategy for both our
currencies
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Innovate

5.

Student Retention and Completion: Developing the capabilities and
systems to incorporate artificial intelligence into student services to
provide personalized, timely support

Student-Centric Higher Education: Creating a student-services
ecosystem to support the entire student life cycle, from prospecting
to enrollment, learning, job placement, alumni engagement, and
continuing education

Improved Enroliment: Using technology, data, and analytics to
develop an inclusive and financially sustainable enroliment
strategy to serve more and new learners by personalizing
recruitment, enrollment, and learning experiences




Innovate: Two-Year Change in Related Techs

Percentage of institutions that
have implemented technology
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Innovate: Hopes in 3-5 Years

e |Institutions begin to see how many of their
credentials, or “products,” need to be refactored, why,
and how

e Different institutions focus on different types of

students and thereby differentiate their offerings

e Today’s rudimentary success metrics give way to
measures that capture the contribution of HE to
people’s ability to thrive in life, however they define it

W Dx



Presenter
Presentation Notes
Institutions will have learned how to work differently, enabling them to reimagine higher education’s business model to meet current and emerging generations of learners, based on the foundations they established when developing student-centric services. As institutions pivot to becoming student-responsive, they will begin to see how many of their credentials, or “products,” need to be refactored, why, and how.
Institutions will take their experience of learning how to collaborate and partner within their institutions to deepen consortial and other cross-institutional partnerships so higher education’s greatest challenges don’t get addressed one institution at a time. 
Institutions will advocate and partner more effective with industry, and vendors will have learned to value the benefits of operating within a culture of collaboration, rather than one primarily driven by competition.

Higher education will achieve better success rates and completion rates across the board. Student success will become less of a struggle due to earlier interventions with students at risk.
Institutions will become more effective at admitting the students who can achieve affordable credentials at their institution. Different institutions will focus on different types of students and developing student portfolios than enable them to differentiate their offerings from other institutions.
Institutions will work with the institutions earlier in the pipeline, whether community colleges, high schools, or even elementary schools to help develop the behavioral habits and achieve the skills prerequisites for postsecondary success.

The importance of crude success metrics will recede and give way to quality measures that capture the contribution of postsecondary education to people’s ability to thrive in life, however they define it. 



Innovate: Takeaways

* People, process, technology,
product

* From doing things differently
to doing different things
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Drive to Dx

10. The Integrative CIO:

Repositioning or
reinforcing the role of IT
leadership as an integral
strategic partner of
institutional leadership
in supporting
institutional mission




Drive to Dx: Related Trends’ Influence on IT
Strategy

IT as an agent of institutional transformation and innovation

Digital transformation

Higher education's reputation and relevance

Institutional innovation strategy

Blending of roles and blurring of boundaries between IT & the business
Financial uncertainty for the institution

New business models for higher education




Drive to Dx: Hopes in 3-5 Years

e ClOs have the transformation skills and strategic
mindset to provide solutions to propel institutions and
our sector forward.

e Institutions recognize the value ClIOs bring, even for

discussions that don’t directly involve IT
e Innovation is a common capability of higher education
institutions



Presenter
Presentation Notes
CIOs will understand the incredible privilege they have to be at the intersection of so many aspects of our campus, and will have gained the transformation skills and strategic mindset necessary to provide solutions to propel institutions and our sector forward.
Institutions will recognize the broad experiences and perspectives CIOs bring to the table, even for discussions that don’t directly involve IT (or have a solution that includes a technology component).	
Innovation will become a common capability of higher education institutions, rather than limited to just a few that are willing to leverage the uncommon CIO who can contribute strategically.  
Institutional leaders will extend their successes beyond their institutions to collaborate as cross-functional teams at the national level or at the international level.



Driving to Digital
Transformation

Which changes first: the CIO or
the institution?



Presenter
Presentation Notes
Image source: pexels-photo-149290

Betsy’s/Jim’s example of electricity – how we knew it was big, a game-changer, but couldn’t possibly anticipate what it would enable. Sure, it meant we could replace candles with bulbs. But it also meant that time-consuming household tasks (e.g., washing clothes) could be done more efficiently, so that women would then have more time to be able to start thinking of working outside the home…. Or who could have anticipated computers and what they would enable, how they would change everything? 



What is Digital Transformation?

Efficient use of available Being connected to Gen Z, who
technology. are digital natives.

Re-thinking how we provide
service to our students, in an
Innovative way.

Innovation

Information
anywhere all the

_ time.
Automation. Stop the manual

madness.
Getting rid of paper



What is Digital Transformation (Dx)?

Digital transformation (Dx) is a series of deep and
coordinated culture, workforce, and technology shifts
that enable new educational and operating models and
transform an institution’s operations, strategic
directions, and value proposition.


Presenter
Presentation Notes
Dx is being driven by technology trends and changes that are enabling a new approach to everything from how digital architectures are being incorporated to how campus leaders interact with the IT organization, all targeting improved student outcomes, more effective teaching and learning methods, new research capabilities, and an evolution in business models. Dx requires agile and flexible leaders at all levels who can enable the college or university to rapidly and efficiently achieve its strategic aims.



Digital Transformation in context

Digital Transformation
l \

e we L. 5
Digitalization
, & | Transform the
Institution
Digitization 3
[ | . . .
2 Automate processes Digital transformation

Organize information

A series of deep and

Digitalization coordinated culture,
/ _ o workforce, and
Using digital technology shifts that
Digitization technologies and enable new educational
. information to transform and operating models
Changing from analog or individual institutional and transform an
physical to digital form operations institution’s operations,

strategic directions, and
value proposition.
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Presentation Notes
For the purposes of this survey, please consider the following definitions.
Digitization is the process of changing from analog or physical (such as paper records and texts, in person lectures, physical models, ID cards, and more), to digital form”
 
Digitalization is the process of using digital technologies and information to transform individual institutional operations (such as admissions, course registration, research administration, payroll, procurement, and more). 
 
Digital transformation (Dx) is a series of deep and coordinated culture, workforce, and technology shifts that enable new educational and operating models and transform an institution’s operations, strategic directions, and value proposition.



EDUCAUSEIEVIEW

Digital Transformation Signals: Is Your Institution on
the Journey?

=% by Malcolm Brown, Betsy Reinitz and Karen Wetzel Wednesday, October 9, 2019 Enterprise Connections

Technology Shifts Culture Shifts Workforce Shifts

. . ) . . . Dx requires a new approach to how campus leaders interact with each other—an Changes related to Dx not only are having an inexorable impact on the day-to-day work
IT leaders must adopt innovative practices and create digital environments that provide P X . o : )
unprecedented agility and flexibility. At the same time, they must also manage a complex approach that entails a laser focus on progress toward institutional goals, a broad of higher education professionals but alsa are creating a need far new skills and
and ever-changing technalogy ecosystem in a way that enables the institution and its emphasis on change management, and an increase in institutional agility and flexibility to competencies across the institutional community. These changes are creating new
academic and business units to rapidly and efficiently achieve iis strategic aims. New meet rapidly changing needs. opportunities and threats and demanding a reinvention of human resource management.
technologies do not by themselves bring about Dx. Institutional Dx initiatives can succeed Is there evidence of these shifts in culture? Is there evidence of these shifts in workforce?
only through the strategic application of a changing set of technologies in support of new
institutional directions. [l Focus on institutional goals O MNew jobs and roles (e.g., chief data officer, chief innovation officer, vendor
[ Focus an institutional differentiation management, business relationship management)
Is there evidence of these shifts in technology? o . . . .
. ) ) I . 0O Familiarity across roles with the "business” of higher education
0 Strategic innovation aimed at key institutional ambitions
0 Agility . U Increasing impartance of enterprise architecture
U Focus on student and faculty success
O Intentional strategy for sourcing technology-related services (e.g., cloud, on Lead " y ic directions O Expanding IT liaisan rales that align with institutional strategy
premises, shared services, consortial arrangements) B Leaders willing to consider new strategic directions . . o .
O Reliance on data and analvtics ta adiust institutional course L Roles that cross boundaries (e.g., positions residing in an academic
0 Technology architecture with agility and flexibility as key priorities yuies ! department with close ties to the IT organization)
. LI Shift frorn risk aversion to risk management
[ Focus on business outcemes 0 Agility invalving new and shifting competencies across many roles
O Institutional flexibility and agility

I Claca ralatinnchin hatiween terhnnlaow nlannine and institutinnal eaale and LT SRS S SIS ] g U |

s Your Institution Driving to Digital Transformation?
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Getting Ready for Digital Transformation: Change Your Culture, Workforce, and Technology
https://er.educause.edu/articles/2019/7/getting-ready-for-digital-transformation-change-your-culture-workforce-and-technology 

Digital Transformation Signals: Is Your Institution on the Journey?
https://er.educause.edu/blogs/2019/10/digital-transformation-signals-is-your-institution-on-the-journey
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