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Everybody claims
big data technology

but do we understand
small data?

(didactic data: e.g. 1 byte)
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Why a single byte may be worth high-quality storage:

Cool Imaginary Mobile App: Track Your Weight
unsigned char weight_kg = 85; // binary: 01010101

How to store 1 byte of data:

disk disk array cloud secure cloud array
:
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reliability!

but...
9 the cost!
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1 byte store 2 bytes store 1 byte store 2 bytes store
0/0 bytes transfer (1.5 bytes store) 1/1 bytes transfer (1.5 bytes store)
0/0 bytes transfer 2/1 bytes transfer

(1.5/1 bytes transfer)
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Short history:

2010 ideas and service modelling

2011 NubiSave storage controller started
UCC paper on Cloud storage controllers

2012 Usable software, Debian packaging

2013 NubiVis; m-Box personal Cloud VM
FGCS article on optimal storage
SUCRE summer school tutorial at KIT

http://lab.nubisave.orq/

2014 NubiGate VM, StealthDB database
+ a couple of interested companies

prototypical experiments widespread
research software and pilot production
development installations deployments
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Property Structure

Identifier

‘ SignupPrivacy ‘

QoSBase

Provider

(incl. rency)

Base Ontology (WSML)

concept MeasurementUnit
conversionFactor impliesType _double

concept SpaceUnit subConceptOf
MeasurementUnit

a

instance GB memberOf SpaceUnit

conversionFactor hasValue 1024.0 e B e
Quality of Service Storage Plans Online Account A
Instance Ontology signup Forn Jaa - |[Signup privacy |
webService GoogleStorage s
importsOntology { ‘ Storage Plan(s) ‘ Technical & domain-specific
_"urn:ontology:conqgo/CloudQoS.wsml#" } 1 P
|
capability ServiceCapability | PUSINESS e
postcondition definedBy ?serviceType memberOf = _ — hasProperty
cloud#CloudStorage . P ‘ FUidsrei ey ‘
. . PricePerData L/x .
instance PricePerData memberOf { | Storage Plan Properties ‘ 4

cloud#PricePerData : _
1 ’ . d
qos#ServiceSpec }

gos#value hasValue 0.17
gos#unit hasValue qos#Euro

Protocol(s)
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sink transport source

File

modifier

. CIFS
Splitter/ | oroxy
Multiplexer
Splitter/
Multiplexer
Splitter/ P web
Multiplexer | application
|
file |
modifier Recovery:
(enc) | inverse direction
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Storage Services (Providers)

Storage Services (Providers) WMHMW

— ﬁ/ 1 (_f-"—" Ty Cloud Storage Gateway
AN P S~ )
Storage ~—— Provider Cloud Storage Controller:
Configuratio ... Descriptions Dispersion, Distribution, Recovery, ...
+ Policies I A v
ﬁ Conﬁguration)ﬂ Auto—ConﬁgC Services )
Storage Gateway - - : : : :
Policy Evaluation |4« Policy Configuration

Policies )q Interface: Web, File, API
M vj LEg Local Users )4 |
'T De Data Adaptation
g Local Network Storage Interface:

CIFS, SMB, NFS, WebDAV, ...

Users and Applications *

Users and Applications
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Background
« secret sharing, forward error correction / replication, visual dispersion,
bitsplitting

Striping (- RAIDO)

« capacity 1.0, safety 1.0, performance 2.0

Mirroring (- RAID1)

« capacity 0.5, safety 2.0, performance 1.0

XOR parity (- RAID5, RAID6)

» 4 disks: capacity 0.75, safety 1.33, performance 1.0

Erasure coding (- RAIDnN)
* n storage targets, k significant, m redundant: capacity k/m, safety 1+m/k
* (Rotated) Reed-Solomon:
maximum-[Hamming-]distance separable (MDS) property
* Cauchy-Reed-Solomon, Vandermonde-Reed-Solomon:
practically secure; CRS faster due to XOR operations compared to GF(2")
* LRS: Locally Repairable Codes, e.g. Xorbas (Facebook) 10+4+2 coding

AONT: information-theoretically secure
AONT-RS: blend of AONT with (C)RS,; alternative: encrypted fragments
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i context »normal«
<> <> - use erasure coding,

50% redundancy

context »private« - USe secret sharing
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DRESDEN

Assigning weights to the storage targets
« to fully utilise the capacity
 to exploit faster upload connections

davfs2
____________________ o ) satos iorwe
[ — 5 GB Free
e
davfs2
.................... 1_,........
Splitter
s3ql
..................... { P.......
s3ql
..................... .'_'........
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Saving the database which contains all file and fragment metadata...
 to avoid single point of failure
 to allow for selective sharing

A~

nubisave

Datei Bearbeiten Ansicht Gehezu Lesezei

: Back-end 1
& Zurick ~ T v

Back-end

. . « || flljoe bi
1 Configuration \}ju -
Back-end 2
Database .nubisave_session_1 ‘.nubisave_!
__________ gkl

I Difference to Stored! Back-end 3
| 112 Objekte
| Database

-~

config

Database b Datei Bearbeiten Ansicht Gehezu Lesezeiche

& Zurick ~ 8y
4 | .nubisave pabigavemount | config
sply

___________ Back-end n

config

1 Objekt
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Feature: Streaming (1:x), Batching (x:1)

Streaming: Continuous operation during read or write of large file
 buffers on controller device can be kept small
« improved performance through parallel coding and transmission

Batching: Joining read and write request for many small files

Block 1

Block N

Module 1

.........
.

----------

Splitter

..........

..........

-----------

...........

.......

..........

Provider

4

;”‘ A

P\
0

n
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Experiments

Py
ey

— — ~—

- ktorage service .~

interface(s) | /

N/

N

dtorage integr.
controller >

modular test]

cases
spacific A
BI co'nf.
run : peaCS
configuration application
local scratch log
area files

N

sample data

gold standard

T

[ \

\ /

curation &
visualisation

=

result
repository

peaCS: Performance and Efficiency
Analsis for Cloud Storage

Hasso
Plattner
Institut

Talk video available:

http://www.tele-task.de/archive/lecture/overview/7682/
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Nubisave Read Performance - 1MB File - UseAlllnParallel

Read in KB/s ——

= l//////%////%// 7 A B
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14:17:0814:17:5314:18:3714:19:2114:20:0514:20:5014:21:34 14:22:18 14:23:03 14:23:47 14.:24:31

Time
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ComboBox
2014
RACS
2010 LAFS-PCloud

2013-2014
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NubiSave Cloud Storage Controller

[Automatic configurator]

(Command-line tools) providers
NubiSave GUI registry

(Java desktop tool)

v

\Iirtual folde <

~/.nubisave

configuration
interface

NubiSave virtual file system

NubiSave FUSE interface

Scheduler: parallel, |Splitter: JigDFS/[plugins]
roundrobin, [content] erasure coding

provid

_________ /modules
. . Flow: encryption, ste- +
Chunking, Streaming ganography, dedup... metadata
Failure detection Hotplug event . .
and correction detection InStaIIatlon Of NUblsave

FUSE transport modules / directories

cessions| © Cltrepository
H—————— e git://nubisave.org/git/nubisave

- » Debian packages

e http://nubisave.org/packages/

 Integrated into t-Box or NubiGate VMs
e http://nubisave.org/downloads/



NubiSave Storage Flow Editor
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) i el

E”n_"ﬂ MubiSave Cloud Storage Controller and Storage Flow Editar
l/Sturage Flow Editor |
[ ]
" [—N
4*t.~:rna-unmt'”$—] H
webdav S empene s e
deduplication O
Elﬁﬂ Module Selection [zl
ﬂ;ﬂrrpcnenp-‘-ﬂ =
irecto o
v Select Module Yandex.Disk |v|
= Module Description Commercial Russian online
“ernmponents= £1 <CCOMpOnEn=> ﬂ% storage, 3-6 GBE b},l' default,
directory 1 NubiSave accessible via WebDAY
(¥ | 9
“Zgamponeni== £l
directory
| Cancel | | OK |
4] ]
Custom Storage/Modification/Splitter Module | | Storage Service Directory || Help |

[4]
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Profile selection:

Free of Charge v
<<pomponents=> E
Profile description: Sugarsync
Free of charge profile that costs nothing; «mmpopentng_g
sugarsyne will only work free of charge of charge for 30 days T-Online € 1 E1
Then you need to switch to a paid account. | EE
£ 1 } Clo
<<gomponent>>
Dropbox E—
{ [ ) 3
Configure Campansnt
& SugarSync Delete Componsnt
W T-Online

Cpen Location
W Dropbox )

Visualize Companent

Pt

Apply Cancel
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Scenario:
Pervasive storage on all devices
Auto-registration vs. Captchas

T-Online Mediacenter

Credentials may be auto generated

- : I = e e e e e e e e e e ]
Sugarsync E :

auth Ecapacity 25 GB
DEISSWOI'd ‘description German WehDAW server :
\EER [SyStemUSer@maiLaddFESS| l ................................................................................................................

E|L|th ....................................................................................................... .
store user dersinndeslebenz
cache 60 password [ | ) E
name Sugarsync . mISC ............................................................................... -'
metadata_cache &0 aaloreaister =i

Earchiving layer o

I_Apply_l I_ Cancel_l i

‘availability 0.8

: cache ....................................................................................................

‘cache size 2000

écache 180

‘hard cache size limit 2000

Emetadata cache 3024000

Ecache id tonline_nubisave_accountl

Cancel Apply
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NubiSave Configuration

<S<00mpusnent>>$:|
ugarsync ’

<<oomponent== EI

NubiSave O —— >

|
E' <<oomponent== EI

Cloud Entrance

Mubisave Component Configuration

Codec information:

erasure code
elements: 4
redundant
erasure code
elements: 2

UseAllinParallel

Storage strategy:

| Splitter mount status

Mount directory:

Desired availability:

OK

Press OKto check

Availability: 96.8%

Unavailability per year:
19 days, 13 hours, 18 minutes, and 49 seconds

Redundancy factor: 2.0

Choose session; .

Close

thomejjoe/ nubisave/nubisavemount Open

Desired replication factor:

Load Session Save Session
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Property Priority
Price per Data/GB . High

Price per Period/Month 0. High

Throughput . Mbps | = Low

Lyailability % Low
Downtime MilliSecond Low
Response Time . MilliSecond Low
Signup Privacy . % Low
Capacity GB = Medium
Redundancy . % Low

Encryption . Low

Marme Module PriGE PriMo  © Aw Th DOt Rt SP Ca Re En

(r212.0) 45hared (via CloudFusion) Fourshared

(r210.0) GMX Mediacenter (via Clo... GMXMediacenter

(r:202.0) Box Free (via CloudFusion) Box

(r:200.0) Dropbox Free (via CloudF... Dropbox

(r:200.0) IDriveSync Free [DriveSync

(r112.0) Box (via CloudFusion) Box

(r112.0) Amazon 53 (via CloudFus... Amazons3 v

Add selected services Update service database




(L) OniveRsiTaT NubiSave Configuration

DRESDEN

MNubiSave Cloud Storage Controller and Storage Flow Editor

Component Information

Downloaded: 78,70464MB
Uploaded: 2559, 355MB
Download rate: -0.0MB per seconds
Upload rate: 0.26720738MB per second
Cached data: 1744MB
Last heartbeat: 0s ago
Mumber of errors: 2
Last error StoreAccessError has occured 7998 seconds ago. _
Description: HTTP/1.0 423 Locked % _(‘@
1

Files to synchronize: 1

<<component>> €] E‘ <<components> )
e NubiSave O<— > Cloud Entrance

Some files that still need to be uploaded:

Load Profile  Add Module Storage Service Directory  Visualization Help
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Controller operation

$ nubisave [<instance>]

Master script which starts both
of the below combined.

$ nubisave headless

Starts a new instance of the
splitter/dispersion file system.

$ nubisave gui

Starts the storage flow editor with
storage integration configuration.

$ nubisave stop

Stops the splitter.

NubiSave Tools

Storages and database

$ nubisave-status

Lists all splitter instances and
storage targets attached to them
or as part of any storage flow.

$ nubisave-mounter [<module>]

Mounts all splitters and/or storage
targets.

$ nubisave-unmounter [<module>]

Unmounts: inverse of the above.

$ nubisave-database [...]

Inspection of storage metadata.
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Application Splitter-NG
new Task Queue
coding task
) ---------- i
Data Coding Coding
Task Task
Meta-
data WorkerThread
=i
finished Codec '
Callback 1< or error? Instance :
. all plugin :
Evaluation <€ descriptions
finishe || | [, \ T T
coding task
Data / \ / /
Plugin Description / Plugln
Meta- e,
data - Codec 1 ! : ==
all codec ] ©ooooooo00oooa ¢ !
Fragments descriptions {\\ Codec E : P :
\-. . " | Description ' v :

Pluglns Jerasure, JSharing, RAID-1, Bitsplitter, more coming...
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Transport Module: CloudFusion

cloudfusion

store

Store

get file(self, path_to_file)
delete(self, path)

create_directory(self, directory)

store_fileobject(self, fileobject, path)

get directory_listing(self, directory)

slow down write if storage full
terminate slow WriteWorkers
reconnect / reauthenticate cyclically

pyfusebox

‘ fuse.Operations ‘
Py

-/

sugaréync.SugarsyncStore ‘

dropbox.DropboxStore

<<yses>>

<<uyses>>

WriteWorker

‘StoreSyncThread %ReadWorke\l\ ‘

‘ allow restart after crash ‘ BMJ

‘PersistentLRUCache ‘

‘Transparentstore <1——{TransparentMuItiprocessingCachingStore

<<uses>>| <<uses>>

y

util.retry

exponential retry on exceptions
and custom error handling i.e.
for reauthenticating, reconnecting,

logging V—V AR

‘ PyFuseBox ‘
)

‘ ConfigurablePyFuseBox ‘

4
_‘ TransparentConfigurablePyFuseBox F

catch any exception
show exception in stats

fuse.FUSE

main

‘ multiprocessing.Process
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NubiVis: Distributed Data Visualisation

Anwendungen Orte Do, 11, Jul, 16:12 ' El n W martin
@ MubiVis - Visualization of Meuer Tab ® i\ Einstellungen ‘ |Z| |E| |Z|
Lo (& l [ localhost: & bapplication/src/index. html w| =
| View Menu 1)} | |Q~ (¥} Filter Menu
Start View Storage Provider
Tree View Mubisave =
MNew Tree View
Settings... |_E_|
Path File Size Fragments
= Musik 135,9 sy ey ey |
Stairway To Heaven Unplugged Acoustic.mp3 8,1M ll .. . ....
+ Galloglass 46,3 M (] [FT N [ [N [ I
* Yngwie Malmsteen 23,0 M (EEE [N [ N [
*| Bruce Dickinson 58,4 M (] [FT N [ [N [ I
+ Bilder 5,6 M I nmo
StorageView - Dokumente 655,9 K [ N [T [N [N [ 08
Wap View sicherheitsrisiken bei clouddiensten. pdf 1391 K ------ nexit
Cover View kuendigungsschreiben-wohnung?2. pdf 27,6 K (EE] [N [ N [ 22-rdi-syntax-ns
Bubble View Musterbriet Bing Maps Streetside.pdf 215K (EEEEY [ B [ [N [
File Size View btwt.ppt 57,5 K ------- nTO
Setings View WordDokument docx 10,1 K ------ s
+ Videos 157,31 (1 I [F] N [ Wl
[+ [v) | "mm
Elements Resources MNetwork Sources Timeline Profiles Audits | Console | . . X
D, Q © -<topframe= v @D | Erors Wamings Logs Debug 5 _#

@ NubiVis - V... [bub
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NubiVis Map View

< ©

& localhost-E0AC « @ B~ coogle
View Manu 0 [
Home "
Mubisave >
Seflings...
UDENES 2Axme—
n MNaestved=
Sv:r‘vglburg ’ Ranne
S Ea
Guldborg = Leba Wiadyslawano
1 SPuck
- ' Wejherowae !
Fehmarn o113 Slupsk aGdynia
o Darlowo [ Sepatd
Kiel foergen -l e
a Stra!JEunl:I Srn:vnu o
- I = Koszalin Gdansk &b
nunster F 5 -Dﬂmanlqﬂn, Greifswald ’ Kolobrzeg Tezew 1
Trapemimde Rostock =21 Walgast ; Starogard _ :
a3 @ 5 Demmin e o Bialogard Gda?iskl o | Malbork
L"I;J | . Akl Swinoujscie
lerstedt =HOEC ! Glstrow (E251] Szmﬁcungk K\Irls_lryn
5 schvo.-enn ;1 [Ean | Caluchow o
] 12 ] Waren -’lhrﬂndenburq Polnoc Grudziadz
nburg = A X Bton 0
Liineburg (£ | o Directory Name: directoryS710343 % | Walcz o EO0 gy Bl
2 Pila
s ewzin i Bydgoszcz @
Globa Storage Files: mapView.zip, Yiwei yag ;
Neuruppin Jitar.gz Toruno® Rubinkows
Tree q
Wagrowiec I
Bubbles -y Directory Address: Loitzer Strake, Burg e i P o a n t
CE;:“E Stendal pan Stargard Stargarder Land, hOﬂ"_‘ L e ¥
Size Charl & - . Mecklenburgizche Seanplatie, nezno P
¥ Wull’gburg Gardeleosn Brandenburg E':rl""{ Mecklenburg-Vorpommenn, 17094, PDZDT'IHI'I 1 Gosty .,:?.‘;.'.
Storages Germany ark Kraj
Erung-mck o Potsdam I I Kanin
Discaover 3 T = =
sheim "5 | gl _ =Srem [E30 |
Diocumenis (E3a | Eujhﬁm Gara
oleil e 3 Zn
b SR ¥
Sellings = L L (:n'rlhunf/ Map data ©2014 GeoBazsDE/BKG (52009 Google  TemsofUse

al & D

= Filtar Menu
Siorage Provider

Edirectony 7609590

M directory5710343

‘ﬁdimﬂbwﬂabﬁﬁﬂg

Edirectorya 720047

Edireciory62217486
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Cloud Storage Gateway Control Panel

-

I MubiGate WM Installation |

100% o

| Cloud Storage Gateway Start |

| Cloud Drive (WebDAV) | T — | | Sharing (Browser) | | Settings (SSH) | | Editor (VNC) |

I Cloud Storage Gateway Stop |
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2
<D,

RN-Dropboxg

Our instance ,RN-Dropbox”
141.76.41.232/owncloud

Your instance...?

Status:
The NubiSave FUSE splitter module is installed and activated. Distributed cloud storage folder can be used by

Y : R Sl
- a0 Gl e
HaEen pointing ownCloud to this directory.

(/] Einloggen

Storage Configuration:
-webdavi11111
- webdav222222

141.76.41.206 141.76.41.207
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A fragment in the cloud... Dispersed Processing:
- - structure-preserving bitsplitting
=> search (any data)
=> arithmetics, statistics (structured data)

o Encrypted Dispersed Processing:
... what can we do with it? - homomorphic encryption
- order-preserving encryption

map-carry-
reduce

] Services

| || dispersed and
* * * encrypted data

1| map-reduce

StealthDB | column-store library and
standalone client
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josef@rumba (git) dispersedalgorithms/db$ ./stealthdb
~~ StealthDB ~~
Using database stealthdb.
Storing all data and performing all procedures on ['mem://localhost'].
>>> HELP;
StealthDB Quickhelp
SHOW DATABASES | TABLES
CREATE TABLE <table> [(column type, ...)]
DESCRIBE <table>

DROP TABLE <table>
CREATE DATABASE <database>
USE DATABASE <database>

DROP DATABASE <database>

[EXPLAIN ANALYZE] SELECT */SUM(*)/AVG(*)/column, ... FROM <table> [ORDER BY <column> [ASC|DESC] [OPTIMIZE FOR <goal>]]
INSERT INTO <table> (column, ...) VALUES (value, ...)

USE CLOUDS <cloud> [AND <cloud>...][WITH <distribution>]

MODE <mode>
>>> i
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josef@rumba (git) dispersedalgorithms/db$ cat tests/dispersedencryption.test | ./stealthdb

~~ StealthDB ~~

Using database stealthdb.

Storing all data and performing all procedures on ['mem://localhost'].

>>> USE CLOUDS 'file:///tmp/ columnl' AND 'file:///tmp/ column2' WITH 'encrypteddispersion';

Using database stealthdb.

Storing all data and performing all procedures on ['file:///tmp/_columnl', 'file:///tmp/_column2'].

>>> CREATE TABLE displocker (id int);

Table 'displocker' already exists.

>>> INSERT INTO displocker (id) VALUES (555);

(DEBUG:encryption:privkey=<paillier.PrivateKey object at 0x1f9c950>,pubkey=<paillier.PublicKey ohject at 0x1f9c996>,data=2643
5936388529813164190085869309313017693567 )

(DEBUG:dispersion: fragment=b'333333333333333333333333333333333333330"',encoded=HzHzHzHzHzHzHzHzHzHzHzHzHzHzHZzHzHzHzHZzHZzHZzHZHZH:
(DEBUG:dispersion: fragment=hb'&C3dd\x05\x08%$\x90\x87r\x00\x04" 0w (e\x93c\x88R\x98\x13\x16A\x90\x08Xi0\x93\x13\x01v\x93Vp', encor
FKYExZBKkAhYaTCTEwF2k1Zw)

Inserted 1 value(s).

>>> SELECT * FROM displocker;

Column id [INT]:

(DEBUG:decryption:privkey=<paillier.PrivateKey object at 0x1f9c956>,pubkey=<paillier.PublicKey object at 0x1f9c990>,data=["26¢
865936388529813164190085869309313017693567"'1])

% 555

(1 rows)

=== <Ctrl+D>

Quitting...
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Prototypes:
http://nubisave.org/ - NubiSave Cloud Storage Controller
http://lab.nubisave.org/stealthdb/ - StealthDB database

What's next in our lab...

« StealthDB performance optimisation

» StealthDB security: ,proof of possession* protocol

 increased NubiVis/NubiSave integration, refactored metadata handling

What's next from your side...

 test and give feedback, please :)
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