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EXAM concept for online exams
• A concept of an EXAM consortium (27 Finnish universities and universities of applied science) since 2014
• Advancing the flexibility of studies for the students: can freely choose their examination time and date
• EXAM concept consists of the exam software (EXAM), customized workstations and network environment,

camera-controlled exam rooms and the process to supervise the students.
• Next more flexibility and efficiency by sharing resources within the already proven concept of EXAM.

3



EXAM and shared resources

● Identified sharable resources included exam facilities, exams, questions
and evaluations.

● Identified use cases:
○ 1. The joint use of exam rooms: a model where a student can take an

exam of the “home institution” using the nearest HEI’s exam facilities.
○ 2. Joint exam and evaluation process between two or more universities:

two or more teachers from different universities could create and
evaluate a joint exam and students from different universities do it.
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Technical implementation
● The implementation relies on a proxy server which means that the information flows go only through

the XM server from a local EXAM instance to another one. This way there is no need to build and
open access between the local EXAMs.
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Technical implementation
• Haka is the identity federation of the Finnish universities,

polytechnics and research institutions.
• Haka is member in eduGAIN service
• Users are able to access federation services using a single

user account and password.
• User identities are provided by the users home organizations

• The Exam service uses HAKA authentication
• The cross-institutional use of exam rooms does not require extra

integrations.
• The process relies on local Exams and their integrations to SIS
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Technical implementation
• Student reserves an exam from room of other HEI using the

Exam service of the home HEI
• HAKA-authentication
• All Exam services in the network can access the

availability information on exam rooms which are
allocated to cross-institutional use via XM server

• When student takes the exam in the facilities of other HEI,
he/she authenticates with HAKA accessing the Exam service
of the home HEI

• For the teacher the evaluation process is the same as usual
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Reservation process 1/3 (student) 9

1. Log in with your credentials
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4. Choose time for your exam

Reservation process 2/3 (student)
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Pilot project experiences
• 10 pilot institutions testing in pairs
• Workstation firewall prevent login with another HEI’s credentials

• Solution: All EXAM workstation HTTPS traffic is routed through a proxy residing in the
same address as Exam server. There is an access list in the proxy which allows
workstations to only access Identity Providers of the collaborating universities (and
certificate revocation services).

• Specifications for EXAM facilities and workstations
• A uniform workstation set-up has been decided

• Do we need a separate workstation set-up for certain fields e.g. mathematical software
• Accessibility features outlined

• Agreements
• Detailed instructions and information for the student on a public website of each

institution.
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Future steps
• Setting up the HAKA authentication proxy
• Final tests in the pilot institutions with students
• Implementation
• Next use case: joint exam and evaluation process between two or

more universities
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THANK YOU!

For more information: https://e-exam.fi/in-english/
twitter: #examfi

28.5.2018

14


