3. Configuring Authentication SD

Configuring Authentication

® Section Topics

® OIDC Authentication Request
¢ Authentication flow selection for OIDC authentication request

OIDC Authentication Request

Authentication Request

http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest

http://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests

® Requested Authentication Context Class Reference values are defined by acr_values request parameter and acr claims request.
© Request may be essential or non-essential.
® prompt has options
none, The Authorization Server MUST NOT display any authentication or consent user interface pages. Translates to isPassive.
© login, The Authorization Server SHOULD prompt the End-User for reauthentication. Translates to forceAuthn.
© consent, The Authorization Server SHOULD prompt the End-User for consent before returning information to the Client
© select_account, The Authorization Server SHOULD prompt the End-User to select a user account. Not supported by current
implementation.
® max_age, specifies the allowable elapsed time in seconds since the last time the End-User was actively authenticated by the OP.

o]

Authentication flow selection for OIDC authentication request

OIDC Extension Authentication Configuration

https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration

Exercises

Exercise 3.1 - ACR value

ACR value
1. RP does not request for ACR by default. Modify the RP to request for password authentication.
nano +418 /etc/ httpd/ conf.d/ aut h_openi dc. conf
O DCAut hRequest Par ans acr_val ues=passwor d

systentt|l restart httpd


http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
http://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration

Hints, Tips and Result

Par anet ers:
scope: openid profile enmil address phone
acr_val ues: password
response_type: code
st at e: UeVkLZsv4qf Sh5kneN21TsHgj OE
redirect _uri:https://195.148. 31. 24: 8443/ protected/redirect _uri
nonce: dC3KenQHX- 8R1eSXr KNQaj | j LONuxpaf DO AZ- 5vHnk
client_id:test_rp

Hints, Tips amd Result

<bean i d="aut hn/ Passwor d" parent ="shi bbol et h. Aut henti cati onFl ow'
p: passi veAut henti cati onSupported="true"
p: forcedAut henti cati onSupported="true" >
<property name="supportedPrinci pal s">
<list>
<bean parent ="shi bbol et h. SAML2Aut hnCont ext Cl assRef "
c: classRef ="urn: oasi s: names: tc: SAML: 2. 0: ac: cl asses: Passwor dPr ot ect edTransport” />
<bean parent ="shi bbol et h. SAML2Aut hnCont ext Cl assRef "
c: classRef ="urn: oasi s: nanes: tc: SAM.: 2. 0: ac: cl asses: Password" />
<bean parent ="shi bbol et h. SAML1Aut hent i cat i onMet hod"
c: met hod="urn: oasi s: nanes: tc: SAML: 1. 0: am password" />
<bean parent ="shi bbol et h. O DCAut hnCont ext Cl assRef er ence"
c: cl assRef ="password" />
</list>

</ property>
</ bean>



https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration

4. Run authentication sequence and verify the use of ACR claim.
a. Verify the ACR claim value from your landing page.

Hints, Tips and Result

[O DC_CLAI M acr] => password

b. The value is set in action AddAcrToldToken. Verify from the logs the action has taken place.

Hints, Tips and Result

grep AddAcr Tol DToken / opt/ shi bbol et h-i dp/| ogs/i dp-process. | og

2018-09- 10 04: 52: 49,068 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 58] -
Profile Action AddAcr Tol DToken: Setting acr to id token

2018-09- 10 04:52: 49,079 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VUXA777YP3NMUSKRFESX6SKRAPXLE4AM ", "aud" :
["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "password", "aut h_ti ne": 1536555148, "i ss": "https:\/\
/192.168. 0. 150", "exp": 1536558769, "i at": 1536555169}

c. Client receives the ACR claim in ID Token. Locate ID Token from Token Response (field "id_token") in the logs. Decode the ID Token
and verify the existence and value of ACR claim. Use for instance https://jwt.io/ to decode the ID Token.

Hints, Tips and Result

grep id_token /opt/shibbol eth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNyZXQxVIG/fr...tJ9","id_t oken":"

eyJraWQ O JOZXN0a2V5U M LCIhbCGei G JSUzI 1N J9.

eyJhdF90YXNol j oi aV@WTFI pbj NSYmVmUnxJandj VKNQQSI sI nNLYi | 61 | ZVRz BNz dZUDNOTVU1S1J GRVNYNI NLUK FQAEX F
NEL1J1i wi YXVKI j oi XzQOMz AANTc3Nm 5YzQzNz Bl ZW 4Y]j cOCDFi OTl kYmzl i wi YWNy| j oi cGFzc3dvend LCIhdXRoX3Rp
bWUi § E1MzYINTUxNDgs!| ml zcyl 61 mhOdHBzO w XC8xOTl uMIY4Lj AuMTUM i wi ZXhwl j oxNTM2NTUANz Y5LCIpYXQ G E1
Mz YINTUXN ksl nbvbrNI 1 j oi UnZPNj hnSmvHbEoybOxaOU9XamVCWAi dl Ni NVI 1U3Mza3ZwMLdaSTVOQSJ9.

kI F8PKmMWEULbas6gsai OchGb1W 614V6W XM | r aW2Ros TAnBoy FVj CT_RxOp5RRHQVbpHWHI@I QcwE0Zj ny TUAVCP2ZQ
N7EqLHP8gTLQ Sl hoo@BcB5hP_w+ i j d4ZPw2t SSDk44X2ndf QJvOWDTf t wx RFkpr p8pl eYqz 1Yl MhODH3I pvUBAbsniZ-
K7ehJYegl n35r Wz9Ve7t gFTBI ABOG 4sYGCcR60AKPr Mro9Li Yr pe92vi Ff AG RZFt hz9M d1THZOLWNd62t pJJLgnBRqDD
PMol M2Nr Pahc YvDHak Er MOS5Xp0OhHoyn6J4i hAr DGgWAr gl 3y9_6GJu35g”, "t oken_t ype": "Bearer", "expires_in":

600}

{

kid: "testkeyRS",
al g: "RS256"

FoA

at _hash: "iopLYi n3Rbef Rl | j gcZCPA",

sub: " VURAT777YP3INMUSKRFESX6 SKRAPXLEAM ",

aud: "_443085776b9c4370eeb8b7481b99dbe3",

acr: "password",

auth_tine: 1536555148,

iss: "https:\/\/192.168.0. 150",

exp: 1536558769,

iat: 1536555169,

nonce: "Rf068gJed J20LZ90W eBYbbvSh5R5Ss3kvp3WZI 5NA"
}.[signature]

Exercise 3.2 - Flow selection

Select flow by ACR value


https://jwt.io/

nano +418 /etc/ httpd/ conf.d/ auth_openi dc. conf
O DCAut hRequest Par ans acr _val ues=i paddr ess

systenct! restart httpd

Hints, Tips and Result

Request :
Par aneters:
scope: openi d enai |
acr _val ues: i paddr ess
response_t ype: code
st at e: PunYl KqqJA6b57C9DPKbt 5cvdqg8
redirect _uri:https://192.168.0.150: 8443/ protect ed/ redirect _uri
nonce: 4kcf | | wol ApMDMM Kx Yt €91 vU5al ULI W38dW XGbI ¢
client_id:_443085776b9c4370eeb8b7481b99dbe3

2018-09- 10 07: 24: 54,250 - DEBUG [ org. geant . i dpextension. oidc. profile.inpl.ProcessRequest edAut hnCont ext :
184] - Profile Action ProcessRequestedAut hnContext: Created preferred principal context

2018-09-10 07: 25: 00,905 - DEBUG [ org. geant. i dpext ension. oidc. profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VU&A777YP3NMUSKRFESX6 SKRAPXLEAM ", " aud":
["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "password", "auth_ti me": 1536564300, "i ss":"https:\/\/192.
168. 0. 150", "exp": 1536567900, "i at " : 1536564300}




Hints, Tips and Result

nano /opt/shi bbol et h-i dp/ conf/aut hn/i paddr ess-aut hn-confi g. xm

#Modi fy the existing | PAddress authentication nappi ng
<util:map id="shi bbol eth. aut hn. | PAddr ess. Mappi ngs" >
<entry key="teppo">
<list>
<val ue>0. 0. 0. 0/ 0</ val ue>
<val ue>: : 1/ 128</ val ue>
</list>
</entry>
</util:map>

nano /opt/shibbol et h-i dp/ conf/aut hn/ gener al - aut hn. xm

#Modi fy the existing | PAddress authentication
<bean i d="aut hn/| PAddress" parent="shi bbol et h. Aut henti cati onFl ow"
p: passi veAut henti cati onSupported="true"
p:lifetime="PT60S" p:inactivityTi meout="PT60S">
<property name="supportedPrinci pal s">
<list>
<bean parent ="shi bbol et h. SAML2Aut hnCont ext O assRef "
c: cl assRef ="ur n: oasi s: names: tc: SAM.: 2. 0: ac: cl asses: | nt er net Prot ocol "
<bean par ent ="shi bbol et h. O DCAut hnCont ext C assRef er ence"
c: cl assRef ="i paddress" />
</list>
</ property>
</ bean>

nano +121 /opt/shi bbol eth-idp/conf/idp. properties

#Add | PAddress as active authentication option
i dp. aut hn. f| ows=I PAddr ess| Passwor d

After restart and perform ng new aut henticati on sequence you shoul d see:

/>

2018-09- 10 15:15:01, 007 - DEBUG [ org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VU&A777YP3NMISKRFESX6 SKRAPXLEAM ", " aud":

["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "i paddress", "aut h_ti ne": 15636592497, "i ss":

168. 0. 150", "exp": 1536596100, "i at ": 1536592500}

"https:\/\/192.




5. Create essential claims request for ACR values urn:mace:incommon:iap:silver and urn:mace:incommon:iap:bronze. This is now request that
must (but will not) be met.

nano +418 /etc/ httpd/ conf.d/auth_openi dc. conf

QO DCAut hRequest Par ans cl ai ms=%’B%22i d_t oken%@22%8A% BY%R2acr ¥22%8A+%B¥22essent i al Y@2%BA+t r ue%2C%
22val ues¥%2298A+%%BY22ur nY8Amace¥BAi ncomon¥%BAi ap¥BAsi | ver %2292 C%R22ur n¥8Amace¥8Ai nconmon%BAi ap¥8Abr onze%
229 D% D% D%/ D

systentt|l restart httpd

Start a new authentication sequence and see the result. This behavior should be something you are used to in SAML2 world.

Hints, Tips and Result

2018-09- 10 15: 30: 58,586 - DEBUG [ net. shi bbol et h. i dp. aut hn.i npl. Sel ect Aut henti cati onFl ow. 395] - Profile
Action Sel ect Aut henti cationFl ow. Specific principals requested with 'exact' operator:
[ Aut henti cat i onCont ext Cl assRef er encePri nci pal { aut hnCont ext Cl assRef er ence=ur n: nace: i nhconmon: i ap:
silver}, AuthenticationContextd assReferencePrinci pal {aut hnCont ext O assRef er ence=ur n: nace: i nconmon: i ap:
bronze}]
2018-09- 10 15: 30: 58,586 - DEBUG [ net. shi bbol et h.idp. aut hn.i npl. Sel ect Aut henti cati onFl ow. 411] - Profile
Action Sel ect Aut henticationFlow. No active results available, selecting an inactive flow
2018-09-10 15:30:58,586 - DEBUG [ net.shibbol eth.idp.authn.inpl.Sel ect AuthenticationFl ow 432] - Profile
Action Sel ect Aut henti cationFl ow. Checking for an inactive flow conpatible with operator 'exact' and
principal 'urn:nace:incomon:iap:silver'
2018-09- 10 15:30: 58,587 - DEBUG [ net. shi bbol et h.idp.authn.inpl. Sel ect Aut henti cati onFl ow. 432] - Profile
Action Sel ect Aut henti cationFl ow. Checking for an inactive flow conpatible with operator 'exact' and
principal 'urn:nace:incomon:iap: bronze'
2018-09- 10 15: 30:58,588 - I NFO [ net. shi bbol eth.idp.authn.inpl. Sel ect Aut henti cationFl ow. 453] - Profile
Action Sel ect Aut henti cati onFl ow. None of the potential authentication flows can satisfy the request
2018-09-10 15:30: 58,650 - DEBUG [org. geant.idpextension.oidc.profile.inpl.
Abst ract Bui | dErr or ResponseFronEvent: 123] - Profile Action Buil dAut henti cati onError ResponseFronEvent:
No mapped event found for RequestUnsupported, creating general invalid_request
2018-09- 10 15:30: 58,651 - DEBUG [ org. geant . i dpextension.oidc.profile.inpl.
Abst ract Bui | dErr or ResponseFronEvent: 131] - Profile Action Buil dAut henticati onError ResponseFronEvent:
Error Response successfully set as the outbound nessage
2018-09- 10 15: 30: 58,652 - DEBUG [ org. geant. i dpext ensi on. oi dc. encodi ng. i npl . Ni nbusResponseEncoder: 148]
- Qut bound response
Header s:

Location: https://192. 168. 0. 150: 8443/ prot ect ed/ redi rect _uri ?error_descri pti on=l nval i d+r equest %
3A+Request Unsuppor t ed&st at e=T_2Ez6onqj VzJFT8T9d3zj zkpns&error =i nval i d_r equest

6. Let's return to the original state

nano +418 /etc/ httpd/ conf.d/auth_openi dc. conf

#0O DCAut hRequest Par ans cl ai ms=%7B%22i d_t oken%22%3A% B¥22acr Y22Y3A+% B¥R2essent i al ¥R2¥BA+t r ue¥2C%

22val ues%229B8A+9%BY22ur n%8Amace¥8Ai ncommon%BAi ap¥BAsi | ver %2292 C%R22ur n¥8Amace¥8Ai nconmon%BAi ap¥8Abr onze%
22% DYy DY@ D%/ D

service httpd restart

nano +121 /opt/shibbol et h-i dp/ conf/i dp. properties

#Renove | PAddress as active authentication option
i dp. aut hn. f1 ows=Passwor d

systentt!l restart shibbol eth-idp



nano +417 /etc/ httpd/ conf.d/ auth_openidc. conf

QO DCAut hRequest Par ans pr onpt =consent

systenct!l restart httpd
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