4. TechEx2019 - Attribute Management

Attribute Definitions

@ Section Topics

® OIDC user attributes possible locations
® OIDC Attribute resolving principle, authorization, token and userinfo endpoints
® OIDC attribute encoders

OIDC user attributes possible locations

User attributes may be returned either in ID Token http://openid.net/specs/openid-connect-core-1_0.html#IDToken or in UserInfo response http://openid.net
/specs/openid-connect-core-1_0.html#UserInfoResponse.

ID Token - Depending on response type is returned from Authentication or from Token endpoint.

{
ki d: "1e9gdk7",
al g: "RS256"

}.

{

iss: "http://server.exanple.cont,

sub: "248289761001",

aud: "s6BhdRkqgt 3",

nonce: "n-0S6_WA2M ",

exp: 1311281970,

iat: 1311280970,

nane: "Jane Doe",

gi ven_nane: "Jane",

fam |y_nanme: "Doe",

gender: "femal e",

bi rt hdate: "0000-10-31",

ermai | : "janedoe@xanpl e. cont',

picture: "http://exanple.conljanedoe/ ne.jpg"
}.

[ signature]

Userinfo response - Always from Userinfo endpoint.

{
“sub": "248289761001",
"name": "Jane Doe",
"given_nanme": "Jane",
"fam | y_nanme": "Doe",
"preferred_usernane": "j.doe",
"email": "janedoe@xanpl e. cont,
"picture": "http://exanple.conljanedoe/ ne.jpg"
}

Whether the attribute ends up to the ID Token or UserInfo response depends on authentication request.

® |f claim is requested by standard scope parameter, attribute will be set to userinfo response unless response type is "id_token" (i.e. Userinfo
endpoint cannot be accessed).

® Client may specifically request claim to be returned either in ID Token or in UserInfo response

® Third option is of course some agreement between RP and OP about non standard scope or some out of band agreement.

How clients request for claims is handled in more detail in section about attribute filtering


http://openid.net/specs/openid-connect-core-1_0.html#IDToken
http://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse
http://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse

OIDC Attribute resolving principle, authorization, token and userinfo endpoints.

® Authentication endpoint. Front-channel endpoint responsible of authenticating the user are asking for consent. May return depending on response
type ID Token, authorization code or Access Token or any combination of the three items.

® Token endpoint. Back-channel endpoint that is responsible of authenticating the client RP. Swaps authorization code(or Refresh Token) to
Access Token, ID Token and to Refresh Token.

® Userinfo endpoint. Back-channel endpoint that can be accessed with Access Token returning UserInfo response.

G) Attribute Resolving principle
Each of the endpoints perform attribute resolving!
Back-channel endpoints do not have all session/context information available!

Attributes that are based on session/context information must be instructed to be carried in tokens (i.e. encoded directly to
authorization code and Access Token) unless implicit flow is used.

Attribute resolvers that use session/context information must check the existence for the source information and fail gracefully if
checking fails

Resolver example

<AttributeDefinition id="password" xsi:type="ScriptedAttribute" dependencyOnly="true" |anguage="
nashorn">
<Scri pt ><! [ CDATA[

| ogger = Java.type("org.slf4j.LoggerFactory").getLogger("net.shibboleth.idp.script.
password");

subj ect Ctx = profil eContext.get Subcont ext("net. shibbol eth.idp.authn.context.SubjectContext");

subj ect = subj ect Ct x. get Subj ects()[0];

if (!subject.getPrivateCredentials().isEnpty()){

passwor d. addVal ue(subj ect. get PrivateCredential s().toArray()[0].getNane());

}
11></Script>

</ AttributeDefinition>

OIDC attribute encoders

® oidcext:OIDCString, for encoding an IdPAttribute with simple string values as JSON Object.
® oidcext:OIDCScopedString, for encoding an IdPAttribute with scoped string values as JSON Object.
® oidcext:OIDCByte, for encoding an IdPAttribute with binary values as JSON Object.

Encoder formatting options
Default

<Attribut eEncoder xsi:type="oidcext: O DCString" name="affiliation" />
Input: | dPAttribute["menber", "staff"]
Qutput: "affiliation": "nmenber staff"

asArray

<AttributeEncoder xsi:type="oidcext: O DCString" asArray="true" name="affiliation" />

Input: | dPAttribute["menber", "staff"]
Qutput: "affiliation":["menber","staff"]

asint


https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCScopedString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCByte

<AttributeEncoder xsi:type="oidcext: O DCString" aslnt="true" nane="updated_at" />

I nput: |dPAttribute["1536143427"]
Qut put: "updated_at": 1536143427

asBoolean

<AttributeEncoder xsi:type="oidcext: O DCString" asBool ean="true" name="enuil _verified" />

Input: [ dPAttribute["true"]
Qutput: "email _verified": true

asObject

<AttributeDefinition id="address" xsi:type="ScriptedAttribute">
<Dependency ref="staticAttributes" />
<Scri pt ><! [ CDATA[ addr ess. addVal ue("{\"street _address\":\""+street_address. get Val ues().get(0) + "\","
+"\"locality\":\""+l ocality.getValues().get(0) + "\", "
+"\"region\":\""+region. getVal ues().get(0) + "\", "
+"\"postal _code\":\""+postal _code. get Val ues().get(0) + "\",
+"\"country\":\""+country. get Val ues().get(0) + "\"}");]]1></Script>
<Attribut eEncoder xsi:type="oidcext: O DCString" asCbject="true" name="address" />
</ AttributeDefinition>

Qutput: "address":{"street_address":"234 Hol |l ywood Blvd.","country":"US", "l ocality":"Los Angel es", "region":
CA", "post al _code": "90210"}

Encoder delivery options

placeTolDToken & denyUserinfo

<l-- This denpbnstrates a claimthat is placed always to id token -->
<AttributeDefinition id="email _idtoken" xsi:type="Sinple" sourceAttributel D="email">
<Dependency ref="email" />
<AttributeEncoder xsi:type="oidcext: O DCString" placeTol DToken="true" denyUserinfo="true" nane="email" />

</ AttributeDefinition>

setToToken

Attribute not resolvable in token and UserInfo endpoints must be carried in tokens if necessary.

Resolver example

<AttributeDefinition id="password" xsi:type="ScriptedAttribute" dependencyOnly="true" |anguage="nashorn">
<Scri pt ><! [ CDATA[
| ogger = Java.type("org.slf4j.LoggerFactory").getLogger("net.shibboleth.idp.script.password");
subj ect Ctx = profil eContext.getSubcontext("net.shibbol eth.idp.authn.context.SubjectContext");
<l-- Subject does not have credentials popul ated in Token and Userlnfo endpoints, have to give up
in such case -->
if (subjectCix!=null){
subj ect = subj ect Ct x. get Subj ects()[0];
passwor d. addVal ue(subj ect. get PrivateCredential s().toArray()[0].getNane());
}
]1></Script>
<AttributeEncoder xsi:type="oidcext: O DCString" setToToken="true" nane="password"/>
</AttributeDefinition>



Subject Identifier

Locally unique and never reassigned identifier within the Issuer for the End-User, which is intended to be consumed by the Client. It MUST NOT exceed
255 ASCII characters in length. The value is a case sensitive string.

Two types of Subject Identifiers, public and pairwise, http://openid.net/specs/openid-connect-core-1_0.html#SubjectIDTypes
Different RPs may belong to same pairwise group by sharing the sector_identifier_uri - value

Placed always in ID Token and UserInfo response, whether requested or not.

Subject Identifier Generation

Extension provides default resolver and a configuration for it.

oidc-subject.properties

# The source attribute used in generating the subject
i dp. oi dc. subj ect. sourceAttribute = uid

# The digest algorithmused in generating the subject
#i dp. oi dc. subj ect. al gori thm = SHA

# The encodi ng used in generating the subject
#i dp. oi dc. subj ect . encodi ng = BASE32

# The salt used in generating the subject
# Do *NOT* share the salt with other people, it's like divulging your private key.
i dp. oi dc. subject.salt = this_too_shoul d_be_ch4ng3dExerci ses


http://openid.net/specs/openid-connect-core-1_0.html#SubjectIDTypes

attribute-resolver.xml

<l-- Subject Identifier is a attribute that nust always be resol ved.

There has to be exactly one resolved and filtered attribute that woul d be encoded as 'sub'.

This exanple attribute (the data connector actually ) will generate public or pairw se 'sub' depending on
client registration data. -->

<AttributeDefinition id="subject" xsi:type="Sinple" activati onConditionRef="SubjectRequired">
<I nput Dat aConnect or ref="conput edSubj ectld" attributeNanes="subjectld"/>
<Attribut eEncoder xsi:type="oidcext: O DCString" nane="sub" />

</AttributeDefinition>

<l--
Subj ect ldentifier is a attribute that nust always be resol ved.
There has to be exactly one resolved and filtered attribute that woul d be encoded as 'sub'.

Use activation conditions and filters to ensure the requirenent is net if you have need for several
different kind of formats for 'sub'.

<AttributeDefinition id="subject-public" xsi:type="Sinple" sourceAttributel D="uid" activationConditionRef="
Publ i cRequi red" >
<Dependency ref="uid" />
<Attribut eEncoder xsi:type="oidcext: O DCString" name="sub" />
</AttributeDefinition>

<AttributeDefinition id="subject-pairw se" xsi:type="Sinple" activationConditionRef=""Pairw seRequired">
<I nput Dat aConnect or ref="conput edSubj ect|d" attributeNanes="subjectld"/>
<Attribut eEncoder xsi:type="oidcext: O DCString" name="sub" />

</AttributeDefinition>

--2>

<I-- Data Connector for generating 'sub' claim
The connector may be used to generate both public and pairw se subject values -->
<Dat aConnect or i d="conput edSubj ect!ld" xsi:type="Conputedl d"
gener at edAttri but el D="subj ect|d"
sourceAttributel D="%i dp. oi dc. subj ect. sourceAttribute}"
sal t="% i dp. oi dc. subj ect.salt}"
al gorithn¥" % i dp. oi dc. subj ect . al gori t hm SHA} "
encodi ng="% i dp. oi dc. subj ect . encodi ng: BASE32} " >
<Dependency ref="%i dp. oi dc. subj ect. sourceAttribute}"/>
</ Dat aConnect or >

attribute-filter.xml

<AttributeFilterPolicy id="OPEN D _SCOPE">
<Pol i cyRequi renment Rul e xsi:type="oi dcext: O DCScope" val ue="openid" />
<AttributeRule attributel D="subject">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
</AttributeFilterPolicy>

Attribute Filtering

@ Section Topics

® Requesting Attributes in OIDC
® Filtering attributes for OIDC RPs



Requesting Attributes in OIDC

There are two main mechanisms for RP to ask for attributes,

® Authentication request scope - parameter
© There is a set of standard scope values profile, email, address and phone.
© The claims requested by the standard scope values are expected to be returned from Userinfo endpoint unless response type is
"id_token"
© The claims requested by the standard scope values are treated as voluntary
© You may define your own scope values and rules for them. This has to be agreed by both parties of course.
® Authentication request claims - parameter
© You must declare the target for the claim, ID Token or UserInfo response
© You may list the claim as essential claim
© You may list a expected value for the claim

Claims Request

{
"userinfo":
{
"given_name": {"essential": true},
"ni cknane": nul I,
"picture": null,
"http://exanple.info/clains/groups": null
b
"id_token":
{
"email": {"essential": true},
"email _verified': {"essential": true},
"sub": {"value": "248289761001"}
"auth_tinme": {"essential": true},
"acr": {"essential": true,
"val ues": ["urn:nace:inconmon:iap:silver",
"urn: mace: i nconmon: i ap: bronze"]}
}
}

Filtering attributes for OIDC RPs

It is your job to resolve and filter attributes to match the requests. OIDC extension has reserved the right to control some claims you should not try to
resolve or filter.

oidcext:OIDCScope

PolicyRule which returns true if any of the scope values in the authentication request matches a supplied string.

OIDCScope
<l-- This denonstrates a rule that releases email clains in response to all oidc authentication requests
havi ng scope

emai |l . The requester needs to have scope emnil as a registered scope. -->

<AttributeFilterPolicy id="OPEN D_SCOPE_EMAI L" >
<Pol i cyRequi renment Rul e xsi:type="o0i dcext: O DCScope" val ue="email" />
<AttributeRule attributel D="enuil">
<Per m t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="email _verified">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
</AttributeFilterPolicy>

oidcext:AttributelInOIDCRequestedClaims


http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
http://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims
http://openid.net/specs/openid-connect-core-1_0.html#ClaimsParameter
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/SpecialClaims
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCScope
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AAttributeInOIDCRequestedClaims

Matcher which returns attribute values after comparing them to requested claims parameter of oidc authentication request.

AttributelInOIDCRequestedClaims

<l-- This denonstrates a rule that releases email in id token if specifically asked to be rel eased as
essential for id token -->

<AttributeFilterPolicy id="REQUESTED CLAI M5">
<Pol i cyRequi rement Rul e xsi:type="ANY" />
<AttributeRule attributel D="enuil _i dt oken">
<Per mi t Val ueRul e xsi:type="oidcext: Attributel nO DCRequest edCl ai rs" nat chOnl yl DToken="t r ue"
onlyl f Essential ="true" />
</ AttributeRul e>
</[AttributeFilterPolicy>

Exercises

Exercise 4.1

Define a new scope "campus". Target is to have scope "campus" that includes a claim "campus_id" to ID Token.

1. Add "campusld" attribute definition to attribute resolver and add a value for it in staticAttributes data connector. Add a new filtering rules that
releases campusld when scope "campus" is requested.

Hints, Tips and Result

nano /opt/shibbol et h-idp/conf/attribute-resol ver.xn

<AttributeDefinition id="canpusld" xsi:type="Sinple" sourceAttributel D="canpusld">
<Dependency ref="staticAttributes" />
<AttributeEncoder xsi:type="oidcext: O DCString" name="canpus_id" />
</AttributeDefinition>

<l-- Find the existing data connector elenent and add a new attribute -->
<Dat aConnector id="staticAttributes" xsi:type="Static">

<Attribute id="canpusld">
<Val ue>New Canpus</ Val ue>
</[Attribute>

</ Dat aConnect or >

nano /opt/shibbol eth-idp/conf/attribute-filter.xm
<AttributeFilterPolicy id="OPEN D_SCOPE_CAMPUS" >
<Pol i cyRequi rement Rul e xsi:type="o0i dcext: O DCScope" val ue="canpus" />
<AttributeRul e attri butel D="canpusl d">
<Permt Val ueRul e xsi:type="ANY" />

</ AttributeRul e>
</AttributeFilterPolicy>

2. Modify client RP to request for scope "campus".
nano +643 /etc/ httpd/ conf.d/ aut h_openidc. conf
O DCScope "openi d canpus"

service httpd restart



Hints, Tips and Result

[ root @n43- oi dcshi bop-devel conf]# grep canpus /opt/shibboleth-idp/logs/idp-process.|og
2018-09-24 05:27:27,048 - | NFO [net.shibboleth.idp.attribute.resolver.spring. BaseResol ver Pl ugi nPar ser:
63] - Parsing configuration for AttributeDefinition plugin with id: canpusld

scope: openi d canpus
2018-09-24 05:40: 41,506 - DEBUG [ org. geant. i dpext ensi on. oi dc. decodi ng. i npl .
O DCAut henti cati onRequest Decoder : 69] - Decoded i nbound request query string |ogin_hint=teppo%
40192. 168. 0. 150&scope=openi d+canmpus&cl ai ms=%B¥22i d_t oken%2298A% B¥22acr ¥22%8A% B¥R22val ues22%8AY5B%
22ur n¥%8Amace¥BAi ncommon%BAi ap¥BAsi | ver ¥229%2C%22ur n¥8Amace¥8Ai ncomon¥%3Ai ap¥BAbr onze%22% DY2 C%
22essenti al YR2%BAt r ue% DY DY D& esponse_t ype=code&r edi rect _uri =ht t ps¥8AYRFY2F192. 168. 0. 150%8A8443%
2Fprot ect ed%
2Fredirect _uri &t at e=G F7nJQ 2| EQZI vFQ 9UZMCXLYY&nonce=7XWKLI pl p2TNt 5gHCHS4QGg9Xggl PzXGSMNc Xy RT11 M&cl i e
nt _i d=_6abd8celbeO6caf 6c65b79934df d5a01
2018-09-24 05:40: 41,768 - WARN [org. geant. i dpextension.oidc.profile.inpl.ValidateScope:93] - Profile
Action ValidateScope: renoving requested scope canpus for rp _6abd8celbeO6caf 6c65b79934df d5a01 as it
is not a registered one

Hints, Tips and Result

nano /opt/shi bbol et h-i dp/ met adat a/ oi dc-client.json

[
{
"scope":"openi d phone campus",
"redirect _uris":["https://denorp. exanple.conredirect_uri"],
"client_id":"deno_rp",
"client_secret":"topsecret",
"response_types":["code"],

"grant _types":["authorization_code","inplicit","refresh_token"]




5. Authenticate the user. Verify from the logs that scope "campus" is being requested. Find out from the logs is it being released to ID Token or to
UserlInfo response.

Hints, Tips and Result

grep id_token /opt/shibbol eth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNy ZXQx6kaWFa5n2r BYI | nt WiypRG608acq7Est t E- kkEqpF_I | ECeZ- R elB-

p18f 3r WVWHAAC_DQP8COHk 0 YbJuCBHpKAEGSNsmj CvO7 MVEl b_p5Vei i yUgt VAcYnj WeOCAUFOw_| GHKndl eYi W zO_EhGuvH zwui -
Hgv S65A3VNUYt f bUt 6f xm

yC8KoVBf N7Tj Whl u6wWV_| hUFZuNWh | 4HVhwLhV4vgcpAy VwgPmulzcDgOT2l t kt Ma mezZnDl 3a_r Avf ZhF2VZc6K9xdEcu6NEMbasbQ
gCut Wkvr Tf kBgMs pdGn2_YYapx OW nkM34s0f YEEdcwivB8nx QRKMpP_Jni V5hl MVFi ZSg4qa5J9N2t 501 _F-
vO2nG5Q7bBMy PmvLCc Be XPOVbP2f gZyu_hCcxBwYj nwURY! plj N-

V9dt G_vdRa5Ddn3P0Qcr JQDTQDr Asnkn51NB24b56Ci Q j 4kVFr c4qNpeDhQ7dgG3ML9BKD1r doFMaNTSt NO_Br 3YD2G0B4GDIX31 6U
JOwksnbgDb5aknDgSMknJHDt 96LQqoNDNI - RugE3Omhi t 9ZAUaRUAXMAKY R6gXK5gf hr 8Lzqf | F8Bk2DTVLPyvI 19", "

refresh_t oken": " AAdzZWNy ZXQxvJQv2UDhK1QG e4snt xaYDD9uwFMk09sy FcROFj 851zr Nb1a7UXBSnp6VYJj YHs Xyy| BeO-
BQ4_VA7W.- Yuclu-r J951w3uKyt ERN87s0ZGTv45nCVpvl i sLpL_XAu6x6Jh7DpOCP7b1FZYH2ct W Yx-

Vo9QLyalb1Zys3f ohU6Rg5(24Zvt TuUJugFPyDOdaC Obt TP2eSVSEG nB-

NFz_zOVLWIqwCCG hPKg3FKSXnDo6UX1wyxLt HODVLoBr AJr Zt HVr j sNI 1j JQY61 eNl _yxN6H _O0FNmhnmbEgD8z MTON9-

z1 r no4w7NPHBQK5yt FCXi xmXEK9xgj | f 3uqoLQWMITuM/ee6hQNgRzawc YU3R5j N9Kt CNN_NROv5n8-

R3QTI H Yn7AgdhmlUpEuKonXFCy 9f 09Psq2haQg 588Yt 0YaHqp877bof P5Sj aNVSi x C7TECWAj c11yg2JhRSPGUHQM Rz FuVhUdpVgd
NzZf SD70nr dAMJv _- - XVEdzg9vnCN Pk7XE3j j Vi j vugaVZvUV2HOBRnhQRWCg 12| f OROTBqObU aMPaC87zwBl El 9G QOG_elf w
K3Bf cC7WIQDVEt PuOr RN0gA0", "i d_t oken": " eyJraWQ O JOZXN0a2V5U M LCIhbGci O JSUzI 1Ni J9.

eyJhdF90YXNol j oi b1RBc3dNX2pxROpncHo4WDkz RNy dy | sI nN1Yi | 61 | ZVRz BNz dZUDNOTVULS1JGRVNYN NLUKFQWEXFNELJI i w
i YXVKI j 0i X2ZhYmJj NmY5MGEX MZimYj NnZWAMMVDEWZDR] MrFi ZGVI 1 wi YWy j oi dXJuOmLhY2UBaViBj b21t b246aWFwOnNpbHZI ci
I sl nF1dGhf dd t ZSI 6MIUzNzc3M c4Ni wi aXNzl j oi aHROCHMBXCO9cLzESM 4xNj guMCAXNTAI LCII eHAI G ELMzc3NzYzCODcsl ml hd
Cl 6MIUzNzc3M c4Nywi bmBuY2Ui G J3NnJzdkh2d05UX0FuSVZ30Fh1UTI ucGhi LXFBZ18yenEy STdt UEJMNKANI nO.

I grai c8ugywg2_saSol G BCZFJI Ar gUi WnRQxyj emmZdUG7hxU71 J06GogBGNMKDwh Qg A-

Ck1SB2i VkvA1YbK3xGgCBO4kk YQSWG QLMy1R-

3J0_0OPZ5SU5pj cpo4YUBGYYpQ v2WDAS t f pBgG OHMXRj Td_CLxcmBAMBXMamok CJuf qoP71 6f j AhxcKwe QNPNGEASCG200WTNHI EA82
w OHXZ9Br j B65ky M2 ODL40TINI5UWAGHz Mzr cw2PUHr hnBGKLNGe890SOQ0OWW3Kf xDi U7vg2j g36xnoMUMWNBRFad7-

f NzH3IWNEMz ek QBuusDxr x AHI aVHnt TZndr w', "t oken_t ype": "Bearer", "expi res_i n": 600}

Decode id token, you will get something Iike:

{
kid: "testkeyRS",
al g: "RS256"
FoA
at _hash: "oTAswM j qGIgpz8X93Ecrw',
sub: " VUGA777YP3NMUSKRFESX6 SKRAPXLE4AM ",
aud: " _fabbc6f90al2ff b3f ee0010d4c2abdee”,
acr: "password",
auth_tinme: 1537772786,
iss: "https:\/\/192.168.0. 150",
exp: 1537776387,
iat: 1537772787,
nonce: "wer svHvWNT_Anl VwWBXu@npnb- qAg_2zqg2l 7nPBL6GVI'
}.[signature]

Check now userinfo response. It is one of the last lines in the |og now
tail /opt/shibboleth-idp/logs/idp-process.|og
Content: {"sub": " VUGA777YP3NMUSKRFESX6 SKRAPXLE4M ", " canpus_i d": " Y2Ft cHVZ SWQ="}

You notice the canpus_id is only in the userinfo response.

6. Modify "campusld” attribute resolver to encode the claim always and only to ID Token.

Hints, Tips and Result

<AttributeDefinition id="canpusld" xsi:type="Sinple" sourceAttributel D="canpusld">
<Dependency ref="staticAttributes" />
<AttributeEncoder xsi:type="oidcext: O DCString" nanme="canpus_i d" pl aceTol DToken="true"
denyUserinfo="true"/>
</AttributeDefinition>



7. Authenticate the user. Verify from the logs that scope "campus" is being requested. Verify from the logs it is being released only to ID Token.

Hints, Tips and Result

grep id_token /opt/shibboleth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNy ZXQx X6 FZj PLkXdPUi 2UBqUNnkcNway EbDbr sL_LHumkbTpLM2WBQVEOCGhHRS h-

SAt Keal Fx1568_AAESKeHT7qFSJ YKOavGxj 17wWBJ_S8mQGW Ycl | f L2hAC- LnHt vCgY8n_r -

W D_HVIN3UqQIG j bPe X4NHEENf BgGL80EOLbbSMHROXNhBCYOsLcubf aXl 7NOEL7CO0bnm92Su5j FsvZpt f gniyWgkV30Yz X4684bNL2
F_8- 6wl Tbl GoNgXI i OORci 7FSXPOoMX xb_AeAf ADe3n-t| _4dUelJ- r r KP- oG- r Usnk EQQqHUgt BZEI V-

Ym YhA3UP1Ux35XpFYwr bMySb7yZ2zeH

fiukz@ st Mkoi f Vm dzeKTZ8eu069I cZqv1WZGMeMZ3l t f CWH3V5XI 26K] YIgnxaX9FGVEAWRBmM yCcl gt upl scs81 xvnr r 4HyaSQ
ZOG0S0d8Ri 4g6KnKgaob4z CAX2 GGk BCWCt YQu TKS ot LVWNw Nor xhPl yVoor OLDKe2eTl 3en4HIRG _xvaYZTI MyuObB-
eUJgeXyskz_TEj DpnnBoSSBSC2daBNZPns QUaLnz5EORK_C7i t 73hc2TW NXVKA7pA", "ref resh_t oken": "

AAdZ ZWNy ZXQx|j | NnPCFGNnt Df eW xJhGEToRHe3OWPT3WTQIO-

7GBMNHSG K3dzGPl Lul NKHI 8Akhf 7CZi YePeB5AEyV2nFvF5142Q n30hao_pyHO8W Cl 9nBXSr GR7 Qxhz YPdKgShAA0J Uy LKNBj sw
V2BOHsW2dg6t ys4WZW bMPOSMJ _o6m FuuGsunz WJIkKSy qDcuvf UBQUNKZ73UHYMDheuTeZ8Vr F9-

6CcUsBkG7EEEW ogpJ4t XGUcst Z- 3| KeEf 3RR68Ag7Ckoy 7G

QuBL28Kt COKTer y5i qB5ZbKGgx0GDf HEe1c5TqVbRp7pvvIl STMx8EgDuFoUnUCOI GAoFoFM 4WHOf CWNAk QL2WRf sYi yoHI i COaw2n
f12gV-rci ®K26kj 6mmxBf 71ur V2HKnj dJg8cR- V3nbT80D94e14j JFewyFs1_3XYghkDu5Ceept esgObLBYyOoYCLEqxt 4ht _-

f xNgBnsr nganol n4t YRz XDy TKUXJv 8w

f oFf ki C484cr W ut AEbXz AKi pDn2t 43k 9HOHFdMBnof w4CnY4YHeRMs Ophl FEHXSYOgBa73zr 4dzdR5!1 f 9i vLcuuRNe71 f maEEhwzcq
Il G FDU9sOGQA", "i d_t oken": "eyJraWQ O JOZXN0a2V5U M LCIhbCGei G JSUz! 1N J9.

eyJhdF90YXNol j oi W PNj RKYVFUbXhKeE9obn¥Zt dkl 2USI sl nN1Yi | 61 | ZVRz BNz dZUDNOTVU1S1JGRVNYNI NLUKFQAEXFNEL1JI i w
i YXVKI j oi X2ZhYmJj NmY5MGEX MhZniYj NmZWOWMVDEWZDR] MrFi ZGVI 17 wi YWAy | j oi dXJuOmLlhY2U6aWbj b21t b246aWFwOnNpbHZI ci
I sl nF1dGhf dd t ZSI 6MIUzNzc3Mz | yMOwi aXNzl j oi aHROCHVBXC9cLzESM 4xNj guMCAXNTAI LCIl eHAI G EIMzc3NzY4M Qsl ml hd
Cl 6MTUzNzc3Mzl yNOwi bnmBuY2Ui G Jf cDACX3l WeDl sQUhEel JQc GhnVkNRa2J YdmNnMCLUROJgTOONVZvdTI r I i wi Y2Ft cHVZ X2] k
I'j oi WIIGAGNI VnpTV1E9I nO.

ej xpf IN3LWIUgM bB92F2_ DUSNy ViwHUc k CPYNGOL 1 Wk GRFA9nOKDCLnR217f 6ez Qrizcey TT7r ckkmMAWWGEDDQeJoxKJIGzj i Ot mBHz ZU6
2FAMB2zxRL49r | nRT- cBpf H7cpAM mhi 80Rj ci 8pER7M2051 L2ANXzM g8RnLgt S9r 4zt mOXprnu83bPea-

y4Qumilphpsej Pbl anDNZ7Whr ChD26_| r Si d8dCOLu_VTt a3Mgh_BcFOsQonvxSpz5VQ JBHp7vI f xui pf HPM c96Pqj _6pksQHG vBOG
r9yLI XF6l 0O6j a7- 8dTRM ChvTae2t bec62pt epLK5_OSgOFT_GMEQ', "t oken_type": "Bearer", "expires_i n": 600}

Decode id token, you will get something I|ike:

{
kid: "testkeyRS",
al g: "RS256"
A
at _hash: "Z9064daQTrnxJxChnf mvi v@',
sub: " VURAT777YP3INMUSKRFESX6 SKRAPXLEAM ",
aud: "_fabbc6f90al2ff b3f ee0010d4c2abdee",
acr: "password",
auth_tinme: 1537773220,
iss: "https:\/\/192.168.0. 150",
exp: 1537776824,
iat: 1537773224,
nonce: "_p7B_yVx9l AHDzRPphgZCQkbXvcgO0- TGBj NoN5Vou9k" ,
canmpus_i d: "New Canpus"
}.[signature]

Check now userinfo response. It is one of the last lines in the |og now
tail /opt/shibboleth-idp/logs/idp-process.|og
Content: {"sub": " VUGA777YP3NMUSKRFESX6 SKRAPXLEAM "}

You notice the canpus_id is only in the id token.



nano +643 /etc/httpd/ conf.d/ auth_openidc. conf

QO DCScope "openi d"

nano +417 /etc/httpd/ conf.d/ auth_openidc. conf

O DCAut hRequest Par ans cl ai mns=%/B%22i d_t oken%22%3A% B¥22canpus_i d%22%BA+%BYR2essent i al ¥R22%BA+t r ue% D% DY/ D

service httpd restart

Hints, Tips and Result

<AttributeFilterPolicy id="REQUESTED CAVPUS_CLAI M5">
<Pol i cyRequi renment Rul e xsi:type="ANY" />
<AttributeRule attributel D="canpusld">
<Per m t Val ueRul e xsi:type="oi dcext: Attri butel nO DCRequest edd ai ns" nat chOnl yl DToken="t r ue"
onlyl f Essential ="true" />
</ AttributeRul e>
</AttributeFilterPolicy>

Exercises




1. Add the following attribute definition to attribute-resolver.xml. Resolver changes require restarting Shibboleth IdP

nano /opt/shibbol et h-idp/conf/attribute-resol ver.xmn

<AttributeDefinition id="scriptedAuthenticationFl oW d" xsi:type="ScriptedAttribute" |anguage="nashorn">
<Scri pt ><! [ CDATA[
| ogger = Java.type("org.slf4j.LoggerFactory"). getLogger("net.shibboleth.idp.script.password");
authnCtx = profil eContext.get Subcont ext ("net. shibbol eth.idp.authn.context. Authenticati onContext");
scri pt edAut henti cati onFl ow d. addVal ue(aut hnCt x. get Aut henti cati onResul t ().
get Aut henti cati onFlowi d());
11></Script>
<AttributeEncoder xsi:type="oidcext: O DCString" setToToken="true" nane="flow_id"/>
</AttributeDefinition>

2. Authenticate user using with this new configuration. We are not creating release rules for the attribute, yet. See log for any errors related to the
attribute.

Hints, Tips and Result

2018-09-20 09:50: 48,070 - ERROR [net. shibboleth.idp.profile.inpl.ResolveAttributes:314] - Profile
Action ResolveAttributes: Error resolving attributes
net. shi bbol eth.idp.attribute.resol ver. Resol uti onException: Attribute Definition
"scriptedAuthenticationFlowmd' :Script did not run successfully

at net.shibboleth.idp.attribute.resolver.ad.inpl.
ScriptedAttributeDefinition$AttributeDefinitionScriptEval uator.execute(ScriptedAttributeDefinition.
j ava: 228)
Caused by: java.lang. Runti meException: javax.script.ScriptException: TypeError: null has no such
function "get AuthenticationResult" in <eval > at |ine nunber 3

at net.shibboleth.utilities.java.support.scripting.AbstractScri ptEval uator. eval uate
(Abstract Scri pt Eval uator. java: 193)
Caused by: javax.script.ScriptException: TypeError: null has no such function
"get Aut henticati onResult" in <eval> at |ine nunber 3

at j dk.nashorn. api.scripting. NashornScri pt Engi ne. t hr owAsScri pt Excepti on(Nashor nScri pt Engi ne. j ava:
470)
Caused by: jdk.nashorn.internal.runtime. ECMAEXxception: TypeError: null has no such function
"get Aut henti cati onResul t"

3. Change the response type to "id_token". It means we are using only authentication endpoint.

nano +636 /etc/httpd/ conf.d/auth_openidc. conf
O DCResponseType "id_t oken"

service httpd restart

4. Authenticate user using with this new configuration. Notice there are not errors related to resolving the attribute. Can you explain why?
5. Change the response type back to “"code". Correct the attribute to not cause errors. Correct also the attribute to be carried in tokens.

Hints, Tips and Result

<AttributeDefinition id="scriptedAuthenticationFl oW d" xsi:type="ScriptedAttribute" |anguage="nashorn">
<Scri pt ><! [ CDATA[
| ogger = Java.type("org.slf4j.LoggerFactory").getLogger("net.shibboleth.idp.script.password");
aut hnCt x = profil eContext.get Subcont ext ("net. shi bbol et h.idp. authn. context. Aut henti cati onContext");
if (authnCtx !'= null){
scri pt edAut henti cati onFl oW d. addVal ue(aut hnCt x. get Aut henti cati onResul t ().
get Aut henti cati onFl ow d());
}
11></Script>
<AttributeEncoder xsi:type="oidcext: O DCString" setToToken="true" nane="flow_ id"/>
</ AttributeDefinition>



Exercise 4.4

Formatting attribute

1. Create a new attribute attribute called "manipe" with static values "zero", "1", "3" and "two".

Hints, Tips and Result

<AttributeDefinition id="nmanipe" xsi:type="Sinple" sourceAttributel D="nmani pe">
<Dependency ref="staticAttributes" />
<AttributeEncoder xsi:type="oidcext: O DCString" name="mani pe" />
</AttributeDefinition>

<Dat aConnector id="staticAttributes" xsi:type="Static">
<Attribute id="manipe">
<Val ue>zer o</ Val ue>
<Val ue>1</ Val ue>
<Val ue>3</ Val ue>
<Val ue>t wo</ Val ue>
</ Attribute>

2. Update the filtering rules to release it all RPs asking for profile scope.

Hints, Tips and Result

<AttributeFilterPolicy id="OPEN D SCOPE_PROFI LE">
<Pol i cyRequi rement Rul e xsi :type="o0i dcext: O DCScope" val ue="profile" />
<AttributeRule attributel D="nani pe">
<Permit Val ueRul e xsi:type="ANY" />
</ AttributeRul e>

3. Authenticate the user. Locate "manipe” claim from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cati on/json; charset=UTF-8
Content: {"sub": " VUAA777YP3NMIKRFESX6 SKRAPXLE4AM ", "zonei nf 0": " Aneri ca\/ Los_Angel es", "website": "https:
I\ ww. f acebook. com/of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol | ywood Bl vd. ", "country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai | _verified":false, "gender":"nale", " "profile":"https:\/\/fi.w ki pedia.org\/w ki\/Tom Crui se","
phone_nunber _verified":true, "preferred_usernane":"ttester", "l ocal e":"en-US", "gi ven_nane": " Teppo
Mati as", " m ddl e_nane": "Matias", "nmani pe":"zero 1 3 two","picture":"https:\/\/pixabay.com/fi\/pentu-
ki ssa- kukka- poti n-t abby- pentu-2766820\/", "updat ed_at ": 1509450347, "ni cknane": " TT", "nane": "M . Teppo
Mati as Testaaj a", "phone_nunber”:"+1 (604) 555-1234; ext=5678","fam |y_nane":"Testaaja","email":"
t eppo@xanpl e. org"}



4. Instruct "manipe" to be encoded as an array. Verify the result from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cati on/json; charset=UTF-8
Content: {"sub": " VUAA777YP3NMISKRFESX6 SKRAPXLE4AM ", " zonei nfo": " Arreri ca\/ Los_Angel es", "websi te": "https:\
I\ ww. f acebook. com/ of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol | ywood Bl vd. ", "country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai | _verified":false, "gender":"nmale", " "profile":"https:\/\/fi.w ki pedi a.org\/w ki\/Tom Crui se","
phone_nunber _verified":true, "preferred_usernane":"ttester", "l ocal e":"en-US", "gi ven_nane": " Teppo
Mati as", "m ddl e_nanme": "Matias", "mani pe":["zero","1","3","two"], "picture":"https:\/\/pixabay. com/fi\
/ pent u- ki ssa- kukka- poti n-t abby- pent u- 2766820\ /", "updat ed_at ": 1509450347, "ni ckname": " TT", "nanme": "M .
Teppo Matias Testaaja", "phone_nunber”:"+1 (604) 555-1234; ext=5678","fam |y_nane":"Testaaja","email":
t eppo@xanpl e. org"}

5. Instruct "manipe" to be encoded as an array of integers. Verify the result from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cati on/json; charset=UTF-8
Content: {"sub": " VUAA777YP3NMISKRFESX6 SKRAPXLE4AM ", " zonei nfo": " Arreri ca\/ Los_Angel es", "websi te": "https:\
I\ / ww. f acebook. com /of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol | ywood Bl vd. ", "country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai |l _verified":fal se,"gender":"nmale","profile":"https:\/\/fi.w ki pedi a. org\/w ki\/Tom Cruise","
phone_nunber _verified":true,"preferred_usernane":"ttester","local e":"en-US", "gi ven_nanme": " Teppo
Mati as", "m ddl e_nanme": "Matias", "mani pe":[1,3],"picture":"https:\/\/pi xabay.com /fi\/pentu-kissa-kukka-
poti n-tabby-pentu-2766820\/", "updat ed_at": 1509450347, "ni cknane": " TT", "nane": "M . Teppo Mati as
Test aaj a", "phone_nunber":"+1 (604) 555-1234; ext=5678","fam |y_nane":"Testaaja","email":"teppo@xanpl e.
org"}



Exercise 4.5

Configuring Subject claim

1. Modify the registration data of the RP to list subject of type pairwise.

nano /opt/shi bbol et h-i dp/ met adat a/ oi dc-client.json

{
"scope":"openid info profile ennil address phone",
"redirect _uris":["https://192.168.0.150: 8443/ protected/redirect_uri"],
"client_id":"test_rp",
"client_secret":"testSecret1234",
"response_types":["id_token", "code"],
"grant _types":["authorization_code","inplicit","refresh_token"],
"subj ect _type": "pairw se"
}

2. Authenticate the user. Verify from landing page or from logs that the value of subject is different from previously used public value.

Hints, Tips and Result

[ O DC_CLAI M sub] => DQYFEXBF65XMAULUJHBAI 341 VRR3GT5

3. Activate the attributes "subject-public" and "subject-pairwise" by modifying the comment markers. Ensure the filtering rules are such that these
attributes are not filtered out but the attribute "subject” is filtered out for your RP.
4. Modify the registration data of the rp to request subject of type public.

nano /opt/shi bbol et h-i dp/ met adat a/ oi dc-client.json

{
"scope":"openid info profile enmail address phone",
"redirect _uris":["https://|P_ADDRESS: 8443/ protected/redirect _uri"],
"client_id":"test_rp",
"client_secret":"testSecret1234",
"response_types":["id_token", "code"],
"grant _types":["authorization_code","inplicit","refresh_token"],
"subj ect _type":"public"
}

5. Authenticate the user. Verify from landing page or from logs that the value of subject is now this plain text value.

Hints, Tips and Result

[ O DC_CLAI M sub] => teppo
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