Azure AD-integration

| detta dokument beskrivs kortfattat ibruktagandet av MPASSid-tjansten med hjélp av AzureAD-integrationen. Ett férhandskrav for integrationen ar att
uppgifterna enligt MPASSid-datamodellen kan lasas i anvandarindexet. Mer information om datainnehallskraven finns héar: https://wiki.eduuni.fi/x/8rMID

Konfiguration av AzureAD
1. Ga till Microsoft Azure-portalen och valj " App registrations” och " New registration”

Manage

i Users

o8 Groups

| Organizational relationships
i Roles and administrators

ii7  Enterprise applications

LY Devices

i°  App registrations

l' Mew regigtraticml & Endpoints & Troubleshooting = App registrations (Legacy)

Register an application

* Name

The user-facing display name for this application (this can be changed later).

MPASSId e

Supported account types
Who can use this application or access this API?

@ Accounts in this organizational directory only Mingle tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web N https://mpass-proxy.csc.fi/Shibboleth.sso/SAML2/POST A

https://mpass-proxy.csc.fi/Shibboleth.sso/SAML2/POST


https://wiki.eduuni.fi/x/8rMID
https://mpass-proxy.csc.fi/Shibboleth.sso/SAML2/POST

1. Lagg till URI under "Add an Application ID URI":

Display name : MPASSid Supported account types @ My organization only

Application (client) IDm Redirect URIs : 1 web, 0 public client

Directory (tenant) ID  : Application ID URI . Add an Application 1D URI
Object ID : Managed application in ... : MPASSId

Application ID URI (D5et

»

Scopes defined by this AP

Define custom scopes to restrict access to data
AP| can request that a user or admin consent tc

Klicka p& Set och ange: "api://<guid>" véarden. Klicka Save
3. Ge erforderliga behdrigheter till Azure AD. Valj ” APl Permissions” i menyn till vanster och darefter ”
Add a permission”.

Vaélj Microsoft Graph

Select an API

Microsoft APls | APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

o\

<’ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

\ " Access Azure AD, Excel, Intune, Qutlook/Exchange, Onelrive, OneMote, SharePoint, Planner, and more through a
— single endpoint.

Delegated permissions
© Directory / Directory.AccessAsUser.All (Access directory as the signed in user)
© Directory / Directory.Read.All (Read directory data)
O Antaget vardet skulle vara: User.Read (Sign in and read user profile)
Application permissions

© Directory / Directory.Read.All (Read directory data)

Godkann andringarna genom att klicka pd: "Grant admin consent for ...”

4. MPASSid-tillampningen behdver ett I[6senord for integrationen med AzureAD

Valj "Certificates & secrets” till vanster



Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

[| Mew client secret

Description Expires Value

Mo client secrets have been created for this application.

Skapa en ny client secret.

Ge nyckeln ett namn och vélj énskad giltighetstid for nyckeln. Valj Add och kom ihag att kopiera nyckeln hir eftersom du inte langre kan se den nér du
stanger sidan.

Obs! Anteckna nyckelns giltighetstid, eftersom inloggningarna i MPASSId slutar fungera om nyckeln inte férnyas hos Azure AD och MPASSid innan den
gar ut. En ny client secret maste lamnas till MPASSId senast en vecka innan den gamla gar ut.

5. MPASSid-teamet behdver foljande information for att slutféra installationen

® Application (client) ID

® Directory (tenant) ID

® Client secret (nyckel) och datumet nér nyckelns giltighetstid upphor

® Uppgift om i vilka attribut i Azure AD de anvandaruppgifter som ska férmedias till MPASSId finns
© Se Testning av integrationen

6. Kontroll av namnen pa attributen i Azure AD

| Azure AD kan attributens tekniska namn avvika frdn namnen i det grafiska anvandargranssnittet. MPASSid hamtar uppgifterna via Microsoft Graph API.
Nér uppgifterna hamtas pa detta satt, maste man kanna till attributens tekniska namn och dven gemener och versaler ska anvandas rétt i attributen
(surname vs Surname).

Med hjalp av PowerShell-funktionen nedan kan du kontrollera attributens skrivsatt genom att till exempel hamta uppgifterna fér ndgon av testkoderna i
Azure AD. Vi rekommenderar att man forst testar attributens skrivsétt p& detta sétt.

Funktionen klipps och Klistras i PowerShell-fonstret och hamtas darefter med kommandot getAccountAttributes i samma fonster.


https://wiki.eduuni.fi/display/OPHPALV/Testning+av+integrationen

function getAccountAttributes {
param (
[Paraneter ()]
[string] $clientlD,
[ Paraneter ()]
[string] $clientSecret,
[Paraneter ()]
[string] $tenantlD,
[Paraneter ()]
[string] $userPrincipal Nane,
[Paraneter ()]
[string] $optional Attributes

$ReqTokenBody = @

Grant _Type = "client_credential s"
Scope = "https://graph. mcrosoft.com .defaul t"
client_ld = $clientID

Client_Secret $client Secret

}

$TokenResponse = I nvoke-Rest Method -Uri "https://login.mcrosoftonline.com $Tenant | D/ oaut h2/v2. 0/t oken" -
Met hod POST - Body $ReqTokenBody

if ( !$optional Attributes )

$api Url = "https://graph. mcrosoft.com vl. 0/users/" + $userPrinci pal Name
} else {
$api Url = "https://graph.nmcrosoft.com vl.0/users/" + $userPrincipal Name + "?" $sel ect =di spl ayNane,
gi venNane, sur nane, user Pri nci pal Nane, i d, $opti onal Attributes "

}

$Dat a = | nvoke- Rest Method - Headers @ Aut horization = "Bearer $($Tokenresponse. access_token)"} -Ui $api Ul
Met hod Get

return ( $data )

# Exenpel pa anvandni ng av funktionen.

# Utan paranetern -optional Attributes hantar kommandot basuppgifterna fér anvandarobj ektet (vi sni ngsnam,
férnamm, efternamm och UPN).

# Du kan l&agga till fler attributnam i paranetern -optional Attributes; dessa ska separeras ned kommat ecken.
# Ange uppgifterna for App registration och Azure AD tenant som du skapade ovan som varden x, y, och z.

get Account Attributes -clientlD "XXXXXXXXXXXXXXXXXXXXXXX" -clientSecret "yyyyyyyyyyyyyyyyy" -tenantlD
"zzz2zzz7772727727272272272727" -userPrinci pal Name "<haettavat unnus@onai n. onm crosoft.conp" -optional Attributes "city,
conpanyNane, Depart nent, depart nent, f axNunber, j obTi tl e, of fi ceLocati on, onpr em sesext ensi onattri butes, post al Code,
st at e, st reet Addr ess"


https://graph.microsoft.com/.default
https://login.microsoftonline.com/$TenantID/oauth2/v2.0/token
https://graph.microsoft.com/v1.0/users/
https://graph.microsoft.com/v1.0/users/
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