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Introduction



@ Section Topics

® Project in general

® Project resources (releases, documentation and source code)
® Support channels

® Tutorial logistics

Project in general

OpenlD Connect

® https://openid.net/connect/
" OAuth 2.0 based interfaces have become very popular because they were chosen by the social media providers
" Relying Party libraries exist for many programming languages
= Specifications
blocked URL

= Core: http://openid.net/specs/openid-connect-core-1_0.html

= Discovery: http://openid.net/specs/openid-connect-discovery-1_0.html

= Dynamic registration: http://openid.net/specs/openid-connect-registration-1_0.html
" Certification tool + programme

" https://openid.net/certification/

Shibboleth OIDC plugin overview

|/[]
Sl

181211-shiboidc-amsterdam . ppt:

Project resources

Releases and Documentation

" https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases
= https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases/tag/v0.5.0a
= https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases/tag/v0.6.0a
" https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases/tag/v0.7.0a
" https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases/tag/v0.8.0b
" https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki
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Source code

® https://github.com/CSCfi/shibboleth-idp-oidc-extension
© idp-oidc-extension-parent
O idp-oidc-extension-api
© idp-oidc-extension-impl

Clone from GitHub

bash-3.2% git clone https://github.com CSCfi/shibbol et h-idp-oi dc- extensi on
Cloning into 'shibbol eth-idp-oidc-extension'...
renote: Enunerating objects: 894, done.
renote: Counting objects: 100% (894/894), done.
renot e: Conpressing objects: 100% (462/462), done.
renote: Total 16265 (delta 292), reused 783 (delta 204), pack-reused 15371
Recei vi ng objects: 100% (16265/16265), 1.78 MB | 2.03 MB/s, done.
Resol ving deltas: 100% (5582/5582), done.
bash-3.2% cd shi bbol et h-i dp- oi dc- ext ensi on

Compile with Maven

bash-3.2% nvn -f idp-oidc-extension-parent/pom xnl package
[INFQ Scanning for projects...
[ R I R R
[INFOQ Reactor Build Order:
[INFQ
[I NFQ idp-oi dc-extension-parent
[INFQ i dp-oidc-extension-api
[I NFQ i dp-oidc-extension-inpl
[INFQ
[INRQ] - - mmmm e m e e e e oo e e e e e
[I NFQ Buil ding idp-oidc-extension-parent 0.8.0-SNAPSHOT
[UNEQ] - m - oo m o e e e e e e e e e
[INFQ
[INFOQ --- maven-site-plugin:3.7:attach-descriptor (attach-descriptor) @i dp-oidc-extension-parent ---
[INFO No site descriptor found: nothing to attach.
[INFQ
[INFQ --- maven-jar-plugin:3.0.2:test-jar (default) @i dp-oidc-extension-parent ---
[INFQ Skippi ng packagi ng of the test-jar
[INFQ
[UNEQ] - m oo m o e e o e e e e e e
[INFQ Building idp-oidc-extension-api 0.8.0-SNAPSHOT
[ R I e R T
[ I NFQ
[INFQ --- maven-resources-plugin:3.0.2:resources (default-resources) @i dp-oidc-extension-api ---
[INFO Using 'UTF-8" encoding to copy filtered resources.
[INRQ] - - mmmm e m e e e e oo e e e e e

[INFO Reactor Sumary:

[INFQ

[INFQ idp-oidc-extension-parent ................ouuiiunnn. SUCCESS [ 1.478 s]
[INFO idp-oidc-extension-api .......... ... SUCCESS [ 5.131 s]
[INFQ idp-oidc-extension-inpl .......... . ... . oo, SUCCESS [ 14. 305 s]
[UNEQ] - m oo m o e e o e e e e e e
[INFQ BU LD SUCCESS

[ R I e R T

[INFQ Total tine: 21.243 s
[INFQ Finished at: 2018-10-04T20: 07: 01+03: 00
[INFOQ Final Menory: 47M 517M


https://github.com/CSCfi/shibboleth-idp-oidc-extension

Support channels

Support channels

Shibboleth mailing lists: https://www.shibboleth.net/community/lists/
® Currently, before official releases: https://marc.info/?I=shibboleth-dev
GitHub issues

" https://github.com/CSCfi/shibboleth-idp-oidc-extension/issues

Tutorial logistics

Virtual machines
Everybody should have a paper note containing IP address and a password for cloud-user

The virtual machines are running CentOS 7 with the following software already installed

" OpenJDK 8 JRE
" JAVA_HOME = /usr/lib/jvm/jre-1.8.0
= Apache 2
® Running on ports 80 and 8443
" OICD RP module mod_auth_openidc
= Jetty v9.4.2
® Running on ports 8080 and 443
= /opt/jetty
" Jopt/shibboleth-idp/jetty-base
= MariaDB
= Database name for IdP: 'idp'
= Username 'idp' password: 'not_set_yet'
= 389 Directory Server
= Admin 'cn=Directory Manager' and pwd 'testpword'
= End-user teppo, password testaaja
= Shibboleth IdP 3.4
" service name shibboleth-idp
= |DP home directory /opt/shibboleth-idp

Exercises


https://www.shibboleth.net/community/lists/
https://marc.info/?l=shibboleth-dev
https://github.com/CSCfi/shibboleth-idp-oidc-extension/issues
https://github.com/zmartzone/mod_auth_openidc

Exercise 1.1 - Check VM connection

1. Verify that you can log in to your virtual machine
a. SSH-connection to the IP address as cloud-user with the given password
2. Restart the shibboleth-idp service

Hints, Tips and Result

[ vagr ant @n43- oi dcshi bop-devel ~]$ sudo su
[ root @n43-0i dcshi bop-devel vagrant]# systenctt|l stop shibbol eth-idp
[ root @n43- oi dcshi bop-devel vagrant]# systenttl start shibboleth-idp

3. Verify from the logs that it starts up without errors

Hints, Tips and Result

[ root @n43- oi dcshi bop-devel vagrant]# tail -f /opt/shibboleth-idp/logs/idp-process.|og
2018-09- 28 22:35:50,509 - I NFO [net. shibbol et h. ext.spring.context.Fil esystenCenericApplicationContext:
583] - Refreshing shibbol et h. Rel oadabl eAccessControl Service: startup date [Fri Sep 28 22:35:50 UTC
2018]; parent: Root WebAppli cati onCont ext
2018-09- 28 22:35:50,562 - I NFO [net. shibbol et h. ext. spring. servi ce. Rel oadabl eSpri ngServi ce: 421] -
Servi ce 'shibbol et h. Rel oadabl eAccessControl Service': Conpl eted rel oad and swapped in | atest
configuration for service 'shibbol eth. Rel oadabl eAccessContr ol Servi ce'
2018-09- 28 22:35:50,562 - | NFO [net. shibbol et h. ext. spring.service. Rel oadabl eSpri ngServi ce: 428] -
Servi ce 'shibbol et h. Rel oadabl eAccessControl Service': Reload conpl ete
2018-09-28 22:35:50,576 - INFO [net.shibboleth.utilities.java.support.service.
Abst r act Rel oadabl eServi ce: 199] - Service 'shibbol et h. Rel oadabl eAccessControl Service': Reload time set
to: 300000, starting refresh thread
2018-09-28 22:35:50,585 - INFO [net.shibboleth.utilities.java.support.service.
Abst ract Rel oadabl eServi ce: 173] - Service 'shibbol et h. Rel oadabl eCASServi ceRegi stry': Performing initial
| oad
2018-09-28 22:35:50,585 - | NFO [net.shibboleth.utilities.java.support.service.
Abst ract Rel oadabl eServi ce: 258] - Service 'shibbol et h. Rel oadabl eCASSer vi ceRegi stry': Rel oadi ng service
configuration
2018-09-28 22:35:50,587 - | NFO [ net.shibbol eth. ext.spring.util.SchemaTypeAwar eXM_.BeanDefi ni ti onReader :
317] - Loading XML bean definitions fromfile [/opt/shibboleth-idp/conf/cas-protocol.xmn]
2018-09- 28 22:35:50,596 - | NFO [net. shibbol et h. ext.spring.context.Fil esystenmGenericApplicationContext:
583] - Refreshing shibbol et h. Rel oadabl eCASSer vi ceRegi stry: startup date [Fri Sep 28 22:35:50 UTC
2018]; parent: Root WebAppli cati onCont ext
2018-09-28 22:35:50,647 - | NFO [ net.shibbol et h. ext.spring. service. Rel oadabl eSpri ngServi ce: 421] -
Servi ce 'shibbol et h. Rel oadabl eCASSer vi ceRegi stry': Conpl eted rel oad and swapped in | atest
configuration for service 'shibbol eth. Rel oadabl eCASSer vi ceRegi stry"'
2018-09- 28 22:35: 50,660 - | NFO [net. shibbol et h. ext.spring.service. Rel oadabl eSpri ngServi ce: 428] -
Service 'shibbol et h. Rel oadabl eCASSer vi ceRegi stry': Rel oad conpl ete
2018-09-28 22:35:50,672 - INFO [net.shibboleth.utilities.java.support.service.
Abst ract Rel oadabl eServi ce: 199] - Service 'shibbol et h. Rel oadabl eCASSer vi ceRegi stry': Reload time set
to: 900000, starting refresh thread
2018-09-28 22:35:51,184 - WARN [net.shibboleth.utilities.java.support.net.Cooki eManager:171] - Use of
secure and httpOnly properties are strongly advisable, currently one or both are false
2018-09-28 22:35:51,911 - INFO [net. shibbol et h. ext.spring.context.DeliniterAwar eApplicati onCont ext:
583] - Refreshing WebApplicationContext for namespace 'idp-servliet': startup date [Fri Sep 28 22:35:51
UTC 2018]; parent: Root WebAppli cati onCont ext
2018-09-28 22:35:51,943 - |INFO [net. shibbol et h. ext. spring.resource. Condi ti onal Resource: 87] -
Condi ti onal Resource condi tional :/opt/shibbol eth-idp/conf/nvc-beans.xm : getlnputStreamfailed on
wr apped resource
2018-09-28 22:35:51,944 - | NFO [ net. shibbol et h. ext. spring.resource. Condi ti onal Resource: 87] -
Condi ti onal Resource condi tional :/opt/shibbol eth-idp/conf/nvc-beans.xm : getlnputStreamfailed on
wr apped resource
2018-09- 28 22:35:52,832 - | NFO [net. shibbol eth.idp.authn.inpl.RenoteUserAut hServlet:215] -
Renot eUser Aut hServl et will process REMOTE USER, along with attributes [] and headers []



Installation

@ Section Topics

® Building the 0.8.0 release
® |nstalling the extension from archive.

Exercises

sudo yuminstall maven

git clone https://github. coml CSCfi/ shi bbol et h-i dp-oi dc-ext ensi on
cd shi bbol et h-i dp- oi dc- ext ensi on
git checkout tags/vO.8.0b

cd idp-oi dc-ext ensi on- par ent
mvn package




Exercise 2.2 - Installation

Install the extension.

1. Locate the tar

/' home/ cl oud- user/ shi bbol et h-i dp- oi dc- ext ensi on/ i dp- oi dc- ext ensi on-di stribution/target/idp-
oi dc-ext ensi on-di stribution-0.8.0-bin.tar.gz

2. Study the release notes: https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases
3. Install extension from archive, instructions on https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/Installing-from-archive. Apply
following training specific further instructions.

® "Profile Configurations" is the last step completed. "Session Storage" and further will not be done.
® Before starting the process, become super user. Set environment variables to execute java.

[/ opt/shibbol eth-idp] sudo su -
[/ opt/ shi bbol et h-i dp] source /etc/default/shibboleth-idp

® Set log level for extension

nano +40 /opt/shibbol et h-i dp/ conf/| ogback. xm

<l-- -->
<l -- =Z========——=—— Logg| ng Cat egor ies and Level s ============== -->
<l-- -->

<l ogger nanme="org.geant" |evel ="ALL"/>

® In"Install the archive" step after extracting the tar you want to set the ownership of the files to "root:jetty".
[/ opt/shibbol eth-idp] chown -Rroot:jetty *

® In the phase you are requested to set your issuer identifier, set it to https://your_public_ip_address
® In the phase you are requested to create keyset.jwk, set it as file /opt/shibboleth-idp/static/oidc/keyset.jwk
® Activate provided oidc example attribute resolver and filter. These are needed in exercises.

[/ opt/ shi bbol eth-idp] cp /opt/shibboleth-idp/conf/attribute-filter-oidc-training.
xm /opt/shibbol eth-idp/conf/attribute-filter.xn
[/ opt/ shi bbol et h-idp] cp /opt/shibbol eth-idp/conf/attribute-resolver-oidc-training.xm /opt
/ shi bbol et h-idp/conf/attribute-resol ver.xnm

Trust Management & OP configuration

@ Section Topics
® SAML IdP Metadata vs. OpenlID Provider Configuration

® OIDC Client Information
® Trust relationship establishment between Shibboleth OP and test RP

SAML IdP Metadata vs. OpenlID Provider Configuration


https://github.com/CSCfi/shibboleth-idp-oidc-extension/releases
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/Installing-from-archive

SAML IdP Metadata

= Example IdP metadata: https://idp.csc.fi/idp/shibboleth

= By default, the contents are fetched from /opt/shibboleth-idp/metadata/idp-metadata.xml

® The file is generated by the installation script and is NOT updated afterwards automatically
= Example federation metadata: https://haka.funet.fiimetadata/haka-metadata.xml

= Signed by the federation operator (trusted 3rd party)

OpenlD Provider Configuration

= OpenlD Connect Discovery spec - responds to two questions
1. How the OP configuration is found?
= https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderConfig
= Webfinger protocol exploited for finding out the issuer name from the resource identifier
® URL format: <issuer>/.well-known/openid-configuration
2. What are the contents of the OP configuration?
= https://openid.net/specs/openid-connect-discovery-1_0.html#ProviderMetadata
= Two ways to publish OP configuration in Shibboleth OP: https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki
/DiscoveryAndOPConfiguration#openid-provider-metadata
1. Static file - example found at /opt/shibboleth-idp/static/.well-known/openid-configuration
2. Static file with dynamic claims - example found at /opt/shibboleth-idp/flows/oidc/discovery (URL-endpoint ../idp/profile/oidc/discovery)

Exercises



https://idp.csc.fi/idp/shibboleth
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https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/DiscoveryAndOPConfiguration#openid-provider-metadata
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/DiscoveryAndOPConfiguration#openid-provider-metadata

Google OP issuer name is 'https://accounts.google.com’

1. What is the endpoint URL for the openid-configuration?

Hints, Tips and Result

https://accounts. googl e. conl . wel | - known/ openi d- confi guration

2. Check the contents of Google's openid-configuration

Hints, Tips and Result

{

"issuer": "https://accounts.google.cont,
"aut hori zati on_endpoint": "https://accounts. googl e. cont o/ oaut h2/v2/ aut h",
"t oken_endpoi nt": "https://oauth2. googl eapi s. conl t oken",
"userinfo_endpoint": "https://ww. googl eapi s. conf oaut h2/ v3/ useri nfo",
"revocation_endpoint": "https://oauth2.googl eapi s. com revoke",
"jwks_uri": "https://ww. googl eapi s. conf oaut h2/ v3/certs",
"response_types_supported": [

"code",

"t oken",

"id_token",

"code token",

"code id_token",

"t oken id_token",
"code token id_token",
"none"

1.

"subj ect _types_supported": [
"public"

I,

"id_token_signing_al g_val ues_supported": [
" RS256"

I,

"scopes_supported": [

"openi d",
"email ",
"profile"

I,

"t oken_endpoi nt _aut h_net hods_supported": [
"client_secret_post",
"client_secret_basic"

1,

"cl ai ms_supported": [

"aud",

"email ",
"email _verified",
“exp”,
“famly_name",
"gi ven_nane",
"iat",

"iss",

"l ocal e",
"name",
"picture",
"sub"

1

"code_chal | enge_net hods_supported": [
"plain",

" S256"

]

}


https://accounts.google.com/.well-known/openid-configuration

Exercise 2.2 - Shibboleth OP Configuration

Everybody has a Shibboleth OP instance running on a virtual machine with public IP. The OP issuer name is https://IP_ADDRESS

® What is the endpoint URL for the openid-configuration?

Hints, Tips and Result

https:// | P_ADDRESS/ . wel | - known/ openi d- confi gurati on

® What are the contents of the well-known endpoint?

Hints, Tips and Result

{
"issuer":"https://192.168. 0. 150",

"aut hori zati on_endpoint":"https://192. 168. 0. 150/ i dp/ profi |l e/ oi dc/ aut hori ze",
"registration_endpoint":"https://192.168.0.150/i dp/ profile/oidc/register”,
"token_endpoi nt":"https://192. 168. 0. 150/ i dp/ profi | e/ oi dc/t oken",
"userinfo_endpoint":"https://192.168. 0. 150/i dp/ profil e/ oi dc/ userinfo",
"jwks_uri":"https://192.168. 0. 150/ oi dc/ keyset .| wk",
"response_types_supported": [
"code",
"id_token",
"t oken id_token",
"code id_token",
"code token",
"code token id_token"
1.
"subj ect _types_supported":[
"public",
"pairw se"
I
"grant _types_supported": [
"aut hori zati on_code",
"implicit",
"refresh_t oken"
1.
"id_token_encryption_al g_val ues_supported": [
"RSA1_5"
I
"id_token_encryption_enc_val ues_supported": [
" A128CBC- HS256"
I
"id_token_signing_al g_val ues_supported":[
" RS256",
" RS384",
"RS512",
" HS256",
" HS384",
"HS512",
" ES256"
1.
"userinfo_encryption_al g_val ues_supported":[
"RSA1_5"
1.
"userinfo_encryption_enc_val ues_supported": [
" A128CBC- HS256"
1.
"userinfo_signing_al g_val ues_supported":[
" RS256",
" RS384",
"RS512",
" HS256",
" HS384",
"HS512",
" ES256"


https://IP_ADDRESS

"request _obj ect_signi ng_al g_val ues_supported": [
"none",

" RS256",
"RS384",
"RS512",
" HS256",
" HS384",
"HS512",
"ES256",
"ES384",
"ES512"

1.

"t oken_endpoi nt _aut h_net hods_supported": [
"client_secret_basic",
"client_secret_post",
"client_secret_jw",
"private_key_jw"

1.

"cl ai nms_par anmet er _supported":true,

"request _paranet er _supported":true,

"request _uri_paraneter_supported”:fal se,

"require_request_uri_registration":fal se,

"di spl ay_val ues_supported": [

" page”
1
"scopes_supported": [
"openi d",
"profile",
"email ",
"address",
"phone",
"of fline_access"
1
"response_nodes_supported": [
"query",
"fragnment",
"formpost"
"cl ai ms_supported": [
"aud",
"iss",
"sub",
"iat",
"exp",
"acr",
"auth_tine",
"email ",
"email _verified",
"address",
"phone",
"phone_nunber _verified",
"name",
"fam | y_nane",
"gi ven_nane",
"m ddl e_nane",
"ni cknane",
"preferred_usernane",
"profile",
"picture",
"websi te",
"gender",
"birthdate",
"zonei nfo",
"l ocal e",
"updat ed_at"



Hints, Tips and Result

<bean i d="shi bbol et h. Unveri fi edRel yi ngParty" parent="Rel yi ngParty">
<property nanme="profil eConfigurations">
<list>

<ref bean="0 DC. Configuration" />
</list>
</ property>
</ bean>




® What are the contents of the /idp/profile/oidc/discovery -endpoint? HINT: Copy-paste it to jsolint.com service for making it "human-readable".

Hints, Tips and Result

{"issuer":"https:\/\/192.168.0. 150", "jwks_uri":"https:\/\/192.168. 0. 150\/ oi dc\/ keyset.jwk","
aut hori zation_endpoint":"https:\/\/192.168. 0. 150\ /i dp\/profile\/oidc\/authorize","token_endpoint":"
https:\/\/192.168. 0. 150\ /i dp\/profile\/oidc\/token", "registration_endpoint":"https:\/\/192.168. 0. 150\

/idp\/profile\/oidc\/register","scopes_supported":["openid","profile","email","address", "phone","

of fl i ne_access"], "response_types_supported":["code","id_token","id_token token","code id_token","code
token", "code id_token token"],"response_npdes_supported":["query","fragment”,"formpost"],"

grant _types_supported”:["authorization_code","inplicit","refresh_token"],"

t oken_endpoi nt _aut h_net hods_supported":["client_secret_basic","client_secret_post","
client_secret_jw","private_key_jwt"],"request_object_signing_al g_val ues_supported":["none", "RS256", "

RS384", "RS512", "HS256", " HS384", "HS512", " ES256", " ES384", "ES512"], "request _par anet er _supported”:true,"
request _uri _paraneter_supported":fal se,"require_request_uri_registration":fal se,"
tls_client_certificate_bound_access_tokens":fal se, "signing-keys":[{"kty":"RSA","e":"AQAB", "use":"sig","
ki d":"testkeyRS", "n": " pNf 03ghVzMAW5s W wDAMAZdSYNY2q 70Vl xM nl j Myz8XB5nf 8XKH3Et P7AKr b8I Af 7r Ghf uH3T1N1C7F-
j W eY]j XxMr2nl AZOhXApgbccvBpf 4n2H71 Zf | M t 4A3t t 587QQSxQ069dr CP4sYevxhTcLpl Jy6RWAOCL;j -

5CHyW 94z PeeA4GRA6xgHFLZORNI SFOpFOkE4r nRgQVZ-

b4_BnD9SsWil pwhns51 hci w36WAGQUeZqULGsf wAMM NLI aTCBLAoRgv370p- XsLr gz86pTkNBIgXP5GM -

Zf gi LmJuH Q01 85KqHMB7f - Qdsqi V8KoRcsl gXPgb6VOTIBW!' }, {"kty":"EC', "crv": " P-256","x":"

2uzf EloKOcf 1_c11SFc9vFdG.nJoH3e0AKTr GPANUI s, "y": " 14410NGKgqWLM68b26ZcvGOr uFi xpHt _SJITw8l 5wwgLQ', "al g": "
ES256"}], "subj ect _types_supported":["public", "pairw se"],"userinfo_endpoint":"https:\/\/192.168. 0. 150\
/idp\/profile\/oidc\/userinfo","id_token_signing_alg_val ues_supported":["RS256", " RS384", "RS512", "
ES256", "HS256", " HS384", "HS512"], "i d_t oken_encryption_al g_val ues_supported": ["A128CBC- HS256"] , "

i d_token_encryption_enc_val ues_supported":["Al128CBC- HS256" ], "useri nf o_si gni ng_al g_val ues_supported":
["RS256", "RS384", "RS512", "ES256", "HS256", "HS384", "HS512"], "useri nfo_encryption_al g_val ues_supported":
["A128CBC- HS256"], "useri nfo_encrypti on_enc_val ues_supported": ["A128CBC- HS256"] , "

di spl ay_val ues_supported":["page"], "cl ai ns_supported":["aud", "iss", "sub","iat", "exp", "acr","
auth_tine","email","email _verified","address", "phone", "phone_nunber _verified", "nane","famly_nane","
gi ven_nane", "m ddl e_nane", "ni ckname", "preferred_usernane", "profile","picture", "website", "gender","

bi rt hdat e", "zonei nfo", "l ocal e", "updated_at"], "cl ai ns_par anet er _supported":true,"

frontchannel _I ogout _supported": fal se, "backchannel _| ogout _supported": fal se}

® Why they are different? Check /opt/shibboleth-idp/flows/oidc/discovery/discovery-beans.xml

® Hints, Tips and Result

<l-- The 5 entries below in the dynam cVal ueResol vers nap (see entry key="...") are dynamcally
built. -->

<bean i d="shi bbol et h. oi dc. Openl dConf i gur ati onResol ver"
cl ass="org. geant . i dpext ensi on. oi dc. net adat a. i npl . Dynani cFi | esyst enProvi der Met adat aResol ver" >
<property name="dynam cVal ueResol vers">
<map val ue-type="org. geant. i dpextensi on. oi dc. net adat a. r esol ver. Met adat aVal ueResol ver" >
<entry key="si gni ng-keys" val ue-ref="Credenti al Resol ver" />
<entry key="id_token_signing_al g_val ues_supported" val ue-ref="
Si gnat ur eAl gori t hm nf oResol ver" />
<entry key="userinfo_signing_al g_val ues_supported" val ue-ref="
Si gnat ur eAl gorit hm nf oResol ver" />
<entry key="id_token_encryption_al g_val ues_supported" val ue-ref="
Encrypti onAl gorithm nf oResol ver" />
<entry key="userinfo_encryption_al g_val ues_supported" val ue-ref="
Encrypti onAl gorithm nf oResol ver" />
</ map>
</ property>
<constructor-arg type="java.io.File"
val ue="/ opt/ shi bbol et h-idp/static/.well-known/ openid-configuration" />
</ bean>

OIDC Client Metadata


https://jsonlint.com/

OIDC Client Information

Static configuration example from Google:
® https://developers.google.com/identity/protocols/OpenlDConnect
Dynamic registration:
® https://openid.net/specs/openid-connect-registration-1_0.html#ClientMetadata
There's no direct equivalent to SAML SP Metadata (or EntityDescriptor/EntitiesDescriptor) on OIDC

= Similar federation metadata signing logic cannot be directly applied to OIDC
" See OIDC Federation draft
® https://openid.net/specs/openid-connect-federation-1_0.html
= Applies to OP discovery + dynamic client registration phases - different from the SAML R&E model

Trust relationship establishment between Shibboleth OP and test RP

OIDC Client Information

https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/MetadataConfiguration

Exercises

Exercise 2.3 - Add a trusted RP

" Try OIDC flow with an RP that is not (yet) trusted
" The OIDC sequence can be started with https://IP_ADDRESS:8443/protected/ endpoint - You should end up into an error screen at
Shibboleth OP. The logs should show that the client is not trusted.

Hints, Tips and Result

[ vagrant @n43- oi dcshi bop-devel ~]$ tail -f /opt/shibbol eth-idp/logs/idp-process.|og
2018-12-05 11: 08: 32,258 - 81.197.147.73 - WARN [org. geant.idpextension.oidc.profile.inpl.
O DCMet adat aLookupHandl er: 122] - Message Handler: No client information returned for test_rp
2018-12-05 11:08: 32,264 - 81.197.147.73 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.
InitializeRelyingPartyContext:170] - Attaching RelyingPartyContext for rp test_rp
2018-12-05 11:08: 32,275 - 81.197.147.73 - WARN [ net. shi bbol eth.idp.profile.inpl.
Sel ect Profil eConfiguration:117] - Profile Action SelectProfileConfiguration: Profile http://csc.
fi/ns/profiles/oidc/sso/browser is not available for RP configuration shibbol eth.
UnverifiedRel yi ngParty (RPID test_rp)
2018-12-05 11:08: 32,302 - 81.197.147.73 - DEBUG [org. geant.idpextension.oidc.profile.inpl.
Abstract Bui | dErr or ResponseFronEvent : 123] - Profile Action
Bui | dAut hent i cati onErr or ResponseFronEvent: No mapped event found for
I nval i dProfileConfiguration, creating general invalid_request
2018-12-05 11:08: 32,305 - 81.197.147.73 - DEBUG [org. geant.idpextension.oidc.profile.inpl.
Abst ract Bui | dErr or ResponseFronEvent: 133] - Profile Action
Bui | dAut hent i cati onError ResponseFronEvent: Error response not fornmed

® Statically add an RP as trusted (RP config already done)


https://developers.google.com/identity/protocols/OpenIDConnect
https://openid.net/specs/openid-connect-registration-1_0.html#ClientMetadata
https://openid.net/specs/openid-connect-federation-1_0.html
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/MetadataConfiguration
https://IP_ADDRESS:8443/protected/

" Add a file metadaresolver by enabling the commented out example from /opt/shibboleth-idp/conf/oidc-metadata-providers.xml

Hints, Tips and Result

<util:list id="shibboleth.oidc.dientlnformationResol vers"
val ue-type="org. geant. i dpext ensi on. oi dc. net adat a. resol ver. d i ent | nf or mati onResol ver">
<ref bean="Exanpl eFi | eResol ver" />
<ref bean="Exanpl eSt oraged i ent| nf ormati onResol ver" />
<futil:list>

<bean i d="Exanpl eFi | eResol ver"
cl ass="org. geant . i dpext ensi on. oi dc. net adat a. i npl . Fi | esystenC i ent| nformati onResol ver"
p: i d="Exanpl eFi | eResol ver 1"
p: renot eJwkSet Cache-r ef ="shi bbol et h. oi dc. Renpt eJwkSet Cache" >
<constructor-arg>
<bean cl ass="java.io.File" id="Exanpl eFile">
<constructor-arg type="String" val ue="/opt/shi bbol et h-i dp/ met adat a/ oi dc-cl i ent.
json" />
</ bean>
</ constructor-arg>
</ bean>

" Add client metadata file having one dummy client, /opt/shibboleth-idp/metadata/oidc-client.json

[
{
"scope": "openid phone",
"redirect _uris":["https://denorp. exanple.coniredirect _uri"],
"client_id":"deno_rp",
"client_secret":"topsecret",
"response_types":["code"],
"grant _types":["authorization_code","inplicit","refresh_token"]

® Check the RP-side configuration first from /etc/httpd/conf.d/auth_openidc.conf. RP has been preconfigured for these training
exercises.

Hints, Tips and Result

aODCdientID test_rp
O DCO i ent Secret testSecret1234
O DCProvi der Met adat aURL https:/ /| P_ADDRESS/ . wel | - known/ openi d- confi guration
O DCProvi der | ssuer https://|P_ADDRESS
O DCQAut hSSLVal i dat eServer O f
O DCSSLVal i dat eServer O f
O DCRedi rect URI https://|P_ADDRESS: 8443/ prot ected/ redirect _uri
O DCCr ypt oPassphrase secret
O DCResponseType "code"
O DCScope "openid profile enmil address phone"



= Ppick up the settings for client_id, client_secret, redirect_uris and scope from the RP configuration. Also add "response_types":
["id_token","code"] and "grant_types":["authorization_code","implicit","refresh_token"] claims and apply them to /opt/shibboleth-idp
/metadata/oidc-client.json. Either replace the existing configuration for client demo_rp, or add an additional configuration, as
instructed by our wiki (MetadataConfiguration).

Hints, Tips and Result

[ root @n43-o0i dcshi bop-devel vagrant]# cat /opt/shibbol et h-idp/ nmetadata/oidc-client.

j son
[
{
"scope":"openid info profile enail address phone",
"redirect _uris":["https://|P_ADDRESS: 8443/ protected/redirect_uri"],
"client_id":"test_rp",
"client_secret":"testSecret1234",
"response_types":["id_token", "code"],
"grant _types":["authorization_code","inplicit","refresh_token"]
}

® Reload the OIDC client metadata by reloading service shibboleth.ClientinformationResolverService.

Hints, Tips and Result

[ root @n43-oi dcshi bop-devel shibbol eth-idp]# /opt/shibbol eth-idp/bin/rel oad-service.
sh -id shibboleth.dientlnformationResol ver Servi ce

® You should now get the login screen when starting the login sequence at: https://IP_ADDRESS:8443/protected/. Use username teppo
with password testaaja. Check the logs during the login sequence.

Configuring Authentication

@ Section Topics

® OIDC Authentication Request
® Authentication flow selection for OIDC authentication request

OIDC Authentication Request

Authentication Request

http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest

http://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests

® Requested Authentication Context Class Reference values are defined by acr_values request parameter and acr claims request.
© Request may be essential or non-essential.
® prompt has options
© none, The Authorization Server MUST NOT display any authentication or consent user interface pages. Translates to isPassive.
© login, The Authorization Server SHOULD prompt the End-User for reauthentication. Translates to forceAuthn.
© consent, The Authorization Server SHOULD prompt the End-User for consent before returning information to the Client
© select_account, The Authorization Server SHOULD prompt the End-User to select a user account. Not supported by current
implementation.
® max_age, specifies the allowable elapsed time in seconds since the last time the End-User was actively authenticated by the OP.

Authentication flow selection for OIDC authentication request


https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/MetadataConfiguration#filesystemclientinformationresolver
https://ip_address:8443/protected/
http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
http://openid.net/specs/openid-connect-core-1_0.html#IndividualClaimsRequests

OIDC Extension Authentication Configuration

https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration

Exercises

nano +418 /etc/ httpd/ conf.d/ aut h_openi dc. conf

QO DCAut hRequest Par ans acr _val ues=password

service httpd restart

Hints, Tips and Result

Par anet er s:
scope: openid profile enmil address phone
acr_val ues: password
response_t ype: code
st at e: UeVkLZsv4qf Sh5knzN21TsHqj OE
redirect _uri:https://195.148. 31.24: 8443/ protected/redirect _uri
nonce: dC3KenQHX- 8R1eSXr kNQaj | j LONuxpaf DO AZ- 5vHnk
client_id:test_rp



https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/AuthenticationConfiguration

4. Run authentication sequence and verify the use of ACR claim.
a. Verify the ACR claim value from your landing page.

Hints, Tips and Result

[O DC_CLAI M acr] => password

b. The value is set in action AddAcrToldToken. Verify from the logs the action has taken place.

Hints, Tips and Result

grep AddAcr Tol DToken / opt/ shi bbol et h-i dp/| ogs/i dp-process. | og

2018-09- 10 04: 52: 49,068 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 58] -
Profile Action AddAcr Tol DToken: Setting acr to id token

2018-09- 10 04:52: 49,079 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VUXA777YP3NMUSKRFESX6SKRAPXLE4AM ", "aud" :
["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "password", "aut h_ti ne": 1536555148, "i ss": "https:\/\
/192.168. 0. 150", "exp": 1536558769, "i at": 1536555169}

c. Client receives the ACR claim in ID Token. Locate ID Token from Token Response (field "id_token") in the logs. Decode the ID Token
and verify the existence and value of ACR claim. One option for you to decode the ID Token is http://calebb.net/

Hints, Tips and Result

grep id_token /opt/shibbol eth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNyZXQxVIG/fr...tJ9","id_t oken":"

eyJraWQ O JOZXN0a2V5U M LCIhbCGei G JSUzI 1N J9.

eyJhdF90YXNol j oi aV@WTFI pbj NSYmVmUnxJandj VKNQQSI sI nNLYi | 61 | ZVRz BNz dZUDNOTVU1S1J GRVNYNI NLUK FQAEX F
NEL1J1i wi YXVKI j oi XzQOMz AANTc3Nm 5YzQzNz Bl ZW 4Y]j cOCDFi OTl kYmzl i wi YWNy| j oi cGFzc3dvend LCIhdXRoX3Rp
bWUi § E1MzYINTUxNDgs!| ml zcyl 61 mhOdHBzO w XC8xOTl uMIY4Lj AuMTUM i wi ZXhwl j oxNTM2NTUANz Y5LCIpYXQ G E1
Mz YINTUXN ksl nbvbrNI 1 j oi UnZPNj hnSmvHbEoybOxaOU9XamVCWAi dl Ni NVI 1U3Mza3ZwMLdaSTVOQSJ9.

kI F8PKmMWEULbas6gsai OchGb1W 614V6W XM | r aW2Ros TAnBoy FVj CT_RxOp5RRHQVbpHWHI@I QcwE0Zj ny TUAVCP2ZQ
N7EqLHP8gTLQ Sl hoo@BcB5hP_w+ i j d4ZPw2t SSDk44X2ndf QJvOWDTf t wx RFkpr p8pl eYqz 1Yl MhODH3I pvUBAbsniZ-
K7ehJYegl n35r Wz9Ve7t gFTBI ABOG 4sYGCcR60AKPr Mro9Li Yr pe92vi Ff AG RZFt hz9M d1THZOLWNd62t pJJLgnBRqDD
PMol M2Nr Pahc YvDHak Er MOS5Xp0OhHoyn6J4i hAr DGgWAr gl 3y9_6GJu35g”, "t oken_t ype": "Bearer", "expires_in":

600}

{

kid: "testkeyRS",
al g: "RS256"

FoA

at _hash: "iopLYi n3Rbef Rl | j gcZCPA",

sub: " VURAT777YP3INMUSKRFESX6 SKRAPXLEAM ",

aud: "_443085776b9c4370eeb8b7481b99dbe3",

acr: "password",

auth_tine: 1536555148,

iss: "https:\/\/192.168.0. 150",

exp: 1536558769,

iat: 1536555169,

nonce: "Rf068gJed J20LZ90W eBYbbvSh5R5Ss3kvp3WZI 5NA"
}.[signature]

Exercise 3.2 - Flow selection

Select flow by ACR value


http://calebb.net/

nano +418 /etc/ httpd/ conf.d/ aut h_openi dc. conf
O DCAut hRequest Par ans acr _val ues=i paddr ess

service httpd restart

Hints, Tips and Result

Request :
Par anet ers:
scope: openi d enai |
acr_val ues: i paddress
response_t ype: code
st at e: PunYl KqqJA6b57CIDPKbt 5cvdg8
redirect _uri:https://192.168. 0. 150: 8443/ protected/ redirect _uri
nonce: 4kcf | | wol ApMDMM Kx Yt e91 vU5sal ULl W38dW XG5l ¢
client_id:_443085776b9c4370eeb8b7481b99dbe3

2018-09- 10 07:24: 54,250 - DEBUG [org. geant. i dpextension.oidc.profile.inpl.ProcessRequest edAut hnCont ext :
184] - Profile Action ProcessRequestedAut hnContext: Created preferred principal context

2018-09-10 07:25: 00,905 - DEBUG [org. geant.idpextension.oidc.profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VUX777YP3NMISKRFESX6SKRAPXLEAM ", "aud" :
["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "password", "auth_ti nme": 1536564300, "i ss": "https:\/\/192.
168. 0. 150", "exp": 1536567900, "i at ": 1536564300}




Hints, Tips and Result

nano /opt/shibbol et h-i dp/ conf/aut hn/i paddress- aut hn-confi g. xm

#Modi fy the existing | PAddress authentication nappi ng
<util:map id="shi bbol eth. aut hn. | PAddr ess. Mappi ngs" >
<entry key="teppo">
<list>
<val ue>0. 0. 0. 0/ 0</ val ue>
<val ue>: : 1/ 128</ val ue>
</list>
</entry>
</util:map>

nano /opt/shibbol et h-i dp/ conf/aut hn/ gener al - aut hn. xm

#Modi fy the existing | PAddress authentication
<bean i d="aut hn/| PAddress" parent="shi bbol et h. Aut henti cati onFl ow"
p: passi veAut henti cati onSupported="true"
p:lifetime="PT60S" p:inactivityTi meout="PT60S">
<property name="supportedPrinci pal s">
<list>
<bean parent ="shi bbol et h. SAML2Aut hnCont ext O assRef "
c: cl assRef ="urn: oasi s: names: tc: SAM.: 2. 0: ac: cl asses: I nternet Protocol " />
<bean par ent ="shi bbol et h. O DCAut hnCont ext C assRef er ence"
c: cl assRef ="i paddress" />
</list>
</ property>
</ bean>

nano +121 /opt/shi bbol eth-idp/conf/idp. properties

#Add | PAddress as active authentication option
i dp. aut hn. f| ows=I PAddr ess| Passwor d

After restart and perform ng new aut henticati on sequence you shoul d see:

2018-09- 10 15:15:01, 007 - DEBUG [ org. geant. i dpextension.oidc.profile.inpl.AddAcr Tol DToken: 60] -
Profile Action AddAcr Tol DToken: Updated token {"sub":"VU&A777YP3NMISKRFESX6 SKRAPXLEAM ", " aud":
["_443085776b9c4370eeb8b7481b99dbe3"], "acr": "i paddress", "auth_ti nme": 1536592497, "i ss":"https:\/\/192.
168. 0. 150", "exp": 1536596100, "i at ": 1536592500}




5. Create essential claims request for ACR values urn:mace:incommon:iap:silver and urn:mace:incommon:iap:bronze. This is now request that
must (but will not) be met.

nano +418 /etc/httpd/ conf.d/auth_openidc. conf

O DCAut hRequest Par ans cl ai ms=%B%22i d_t oken%22%8A% BYR2acr ¥22%8AYR0% B¥22essent i al ¥22¥8A%R0t r ue¥2C%
22val ues%2298AYR0%BY22ur n%BAmace¥BAi ncommon¥%BAi ap¥BAsi | ver %2292 C%22ur n%8Anace¥8Ai ncomon¥BAi ap%
3Abr onze%22% D% D% D%’ D

service httpd restart

Start a new authentication sequence and see the result. This behavior should be something you are used to in SAML2 world.

Hints, Tips and Result

2018-09- 10 15:30:58,586 - DEBUG [ net. shi bbol et h.i dp. aut hn. i npl . Sel ect Aut henti cati onFl ow. 395]

- Profile Action Sel ectAuthenticationFlow Specific principals requested with 'exact' operator:
[ Aut henti cat i onCont ext Cl assRef er encePri nci pal { aut hnCont ext Cl assRef er ence=ur n: nace: i nhconmon: i ap:
silver}, AuthenticationContextd assReferencePrinci pal {aut hnCont ext O assRef er ence=ur n: nace: i nconmon: i ap:
bronze}]
2018-09- 10 15: 30: 58,586 - DEBUG [ net. shi bbol et h.idp. aut hn.i npl. Sel ect Aut henti cati onFl ow. 411] - Profile
Action Sel ect Aut henticationFlow. No active results available, selecting an inactive flow
2018-09-10 15:30:58,586 - DEBUG [ net.shibbol eth.idp.authn.inpl.Sel ect AuthenticationFl ow 432] - Profile
Action Sel ect Aut henti cationFl ow. Checking for an inactive flow conpatible with operator 'exact' and
principal 'urn:nace:incomon:iap:silver'
2018-09- 10 15:30: 58,587 - DEBUG [ net. shi bbol et h.idp.authn.inpl. Sel ect Aut henti cati onFl ow. 432] - Profile
Action Sel ect Aut henti cationFl ow. Checking for an inactive flow conpatible with operator 'exact' and
principal 'urn:nace:incomon:iap: bronze'
2018-09- 10 15: 30:58,588 - I NFO [ net. shi bbol eth.idp.authn.inpl. Sel ect Aut henti cationFl ow. 453] - Profile
Action Sel ect Aut henti cati onFl ow. None of the potential authentication flows can satisfy the request
2018-09-10 15:30: 58,650 - DEBUG [org. geant.idpextension.oidc.profile.inpl.
Abst ract Bui | dErr or ResponseFronEvent: 123] - Profile Action Buil dAut henti cati onError ResponseFronEvent:
No mapped event found for RequestUnsupported, creating general invalid_request
2018-09- 10 15:30: 58,651 - DEBUG [ org. geant . i dpextension.oidc.profile.inpl.
Abst ract Bui | dErr or ResponseFronEvent: 131] - Profile Action Buil dAut henticati onError ResponseFronEvent:
Error Response successfully set as the outbound nessage
2018-09- 10 15: 30: 58,652 - DEBUG [ org. geant. i dpext ensi on. oi dc. encodi ng. i npl . Ni nbusResponseEncoder: 148]
- Qut bound response
Header s:

Location: https://192. 168. 0. 150: 8443/ prot ect ed/ redi rect _uri ?error_descri pti on=l nval i d+r equest %
3A+Request Unsuppor t ed&st at e=T_2Ez6onqj VzJFT8T9d3zj zkpns&error =i nval i d_r equest

6. Let's return to the original state

nano +418 /etc/ httpd/ conf.d/auth_openidc. conf
#0O DCAut hRequest Par ans cl ai ns=%/B%22i d_t oken%22%8A% BY22acr 9R22Y38AYR0% BY%R2essent i al 9R22%Y8A¥20t r ue%2C%
22val ues%22%8A%R20%%BY22ur n%8Anmace¥8Ai ncormon¥%BAi ap¥BAsi | ver %2292 CY%22ur n¥8Amace¥3Ai ncomon%3Ai ap%
3Abr onze%22% D% D% D% D
service httpd restart

nano +121 /opt/shibbol et h-i dp/ conf/idp. properties

#Renpve | PAddress as active authentication option
i dp. aut hn. f | ows=Password

systentt!l restart shibbol eth-idp



Exercise 3.3 - Prompt

prompt=consent and other prompt parameters

1. Set the consent to be requested

nano +417 /etc/ httpd/ conf.d/auth_openidc. conf
QO DCAut hRequest Par ans pr onpt =consent

service httpd restart

2. Authenticate the user few times and verify this feature actually works as expected.
3. Try different combinations of the parameter

Attribute Definitions

@ Section Topics

® OIDC user attributes possible locations
® OIDC Attribute resolving principle, authorization, token and userinfo endpoints
® OIDC attribute encoders

OIDC user attributes possible locations

User attributes may be returned either in ID Token http://openid.net/specs/openid-connect-core-1_0.html#IDToken or in Userlnfo response http://openid.net
/specs/openid-connect-core-1_0.html#UserInfoResponse.

ID Token - Depending on response type is returned from Authentication or from Token endpoint.

{
kid: "1e9gdk7",
al g: "RS256"
}.
{
iss: "http://server.exanple.cont,
sub: "248289761001",
aud: "s6BhdRkqt 3",
nonce: "n-0S6_WA2M ",
exp: 1311281970,
iat: 1311280970,
nane: "Jane Doe",
gi ven_nane: "Jane",
fam | y_nane: "Doe",
gender: "female",
bi rt hdate: "0000-10-31",
emai | : "janedoe@xanpl e. cont',
picture: "http://exanple.conljanedoel/ ne.jpg"
}.

[ si gnature]


http://openid.net/specs/openid-connect-core-1_0.html#IDToken
http://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse
http://openid.net/specs/openid-connect-core-1_0.html#UserInfoResponse

Userinfo response - Always from Userinfo endpoint.

{
"sub": "248289761001",
"nanme": "Jane Doe",
"given_nane": "Jane",
"fam |y_nanme": "Doe",
"preferred_usernane": "j.doe",
"enmil": "janedoe@xanpl e. conf,

"picture": "http://exanpl e.conljanedoe/ ne.jpg"
}

Whether the attribute ends up to the ID Token or UserInfo response depends on authentication request.

® [f claim is requested by standard scope parameter, attribute will be set to userinfo response unless response type is "id_token" (i.e. UserInfo
endpoint cannot be accessed).

® Client may specifically request claim to be returned either in ID Token or in UserInfo response
® Third option is of course some agreement between RP and OP about non standard scope or some out of band agreement.

How clients request for claims is handled in more detail in section about attribute filtering

OIDC Attribute resolving principle, authorization, token and userinfo endpoints.

® Authentication endpoint. Front-channel endpoint responsible of authenticating the user are asking for consent. May return depending on response
type ID Token, authorization code or Access Token or any combination of the three items.

® Token endpoint. Back-channel endpoint that is responsible of authenticating the client RP. Swaps authorization code(or Refresh Token) to
Access Token, ID Token and to Refresh Token.

® Userinfo endpoint. Back-channel endpoint that can be accessed with Access Token returning UserInfo response.

@ Attribute Resolving principle
Each of the endpoints perform attribute resolving!
Back-channel endpoints do not have all session/context information available!

Attributes that are based on session/context information must be instructed to be carried in tokens (i.e. encoded directly to
authorization code and Access Token) unless implicit flow is used.

Attribute resolvers that use session/context information must check the existence for the source information and fail gracefully if
checking fails

Resolver example

<AttributeDefinition id="password" xsi:type="ScriptedAttribute" dependencyOnly="true"
| anguage="nashor n" >
<Scri pt ><! [ CDATA

| ogger = Java.type("org.slf4j.LoggerFactory").getLogger("net.shibboleth.idp.script.
password");

<l-- Subject does not have credentials popul ated in Token and Userlnfo endpoints, have to
give up in such case -->

subj ect Ctx = profil eContext.get Subcontext("net. shibbol eth.idp.authn.context.SubjectContext");

subj ect = subj ect Ct x. get Subj ects()[0];

if (!subject.getPrivateCredentials().isEnpty()){

passwor d. addVal ue(subj ect. get PrivateCredential s().toArray()[0].getNane());

}
11></Script>

</ AttributeDefinition>

OIDC attribute encoders



® oidcext:OIDCString, for encoding an IdPAttribute with simple string values as JSON Object.
® oidcext:OIDCScopedString, for encoding an IdPAttribute with scoped string values as JSON Object.
® oidcext:OIDCByte, for encoding an IdPAttribute with binary values as JSON Object.

Encoder formatting options

Default

<AttributeEncoder xsi:type="oidcext: O DCString" name="affiliation" />

I nput: |dPAttribute["menber", "staff"]
Qutput: "affiliation": "nmenber staff"

asArray

<AttributeEncoder xsi:type="oidcext: O DCString" asArray="true" name="affiliation" />

Input: I dPAttribute["menber”, "staff"]
Qutput: "affiliation":["menber","staff"]

asint

<Attribut eEncoder xsi:type="oidcext: O DCString" aslnt="true" name="updated_at" />

I nput: |dPAttribute["1536143427"]
Qut put: “"updated_at": 1536143427

asBoolean

<AttributeEncoder xsi:type="oidcext: O DCString" asBool ean="true" nane="emmil _verified" />

Input: IdPAttribute["true"]
Qutput: "email _verified": true

asObject

<AttributeDefinition id="address" xsi:type="ScriptedAttribute">

<Dependency ref="staticAttributes" />

<Scri pt ><! [ CDATA[ addr ess. addVal ue("{\"street _address\":\""+street_address. get Val ues().get(0) + "\","
+"\"locality\":\""+l ocality.getValues().get(0) + "\", "
+"\"region\":\""+regi on. get Val ues().get(0) + "\","
+"\"postal _code\":\""+postal _code. get Val ues().get(0) + "\",
+"\"country\":\""+country. get Val ues().get(0) + "\"}");]1]1></Script>

<Attribut eEncoder xsi:type="oidcext: O DCString" asObject="true" name="address" />

</AttributeDefinition>

Qutput: "address":{"street_address":"234 Hol |l ywood Blvd.","country":"US", "l ocality":"Los Angel es", "region":
CA", "post al _code": "90210"}

Encoder delivery options

placeTolDToken & denyUserinfo


https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCScopedString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCString
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCByte

<l-- This denpnstrates a claimthat is placed always to id token -->
<AttributeDefinition id="email _idtoken" xsi:type="Sinple" sourceAttributel D="email">

<Dependency ref="enmil" />

<AttributeEncoder xsi:type="oidcext: O DCString" placeTol DToken="true" denyUserinfo="true" nane="email" />
</ AttributeDefinition>

setToToken

Attribute not resolvable in token and UserInfo endpoints must be carried in tokens if necessary.

Resolver example

<AttributeDefinition id="password" xsi:type="ScriptedAttribute" dependencyOnly="true" |anguage="
nashorn">
<Scri pt ><! [ CDATAl
| ogger = Java.type("org.slf4j.LoggerFactory"). getLogger("net.shibbol eth.idp.script.password");
subj ect Ct x = profil eContext.get Subcont ext ("net. shibbol eth.idp.authn.context. SubjectContext");
<I-- Subject does not have credentials popul ated in Token and Userlnfo endpoints, have to give up
in such case -->
if (subjectCx!=null){
subj ect = subj ect Ct x. get Subj ects()[0];
passwor d. addVal ue(subj ect. get PrivateCredential s().toArray()[0].getNane());
}
]11></Script>
<Attribut eEncoder xsi:type="oidcext: O DCString" setToToken="true" nane="password"/>
</ AttributeDefinition>

Exercises



Exercise 4.1

Available contexts in Endpoints

1. attribute-resolver.xml has a scripted attribute "scriptedAuthenticationFlowld" commented out. Activate the attribute resolving.
2. Authenticate user using with this new configuration. We are not creating release rules for the attribute, yet. See log for any errors related to the
attribute.

Hints, Tips and Result

2018-09-20 09: 50:48,070 - ERROR [net.shibboleth.idp.profile.inpl.ResolveAttributes:314] -

Profile Action ResolveAttributes: Error resolving attributes
net . shi bbol eth.idp.attribute.resol ver. Resol uti onException: Attribute Definition
"scriptedAuthenticationFlowmd' :Script did not run successfully

at net.shibboleth.idp.attribute.resolver.ad.inpl.
ScriptedAttributeDefinition$AttributeDefinitionScriptEval uator.execute(ScriptedAttributeDefinition.
j ava: 228)
Caused by: java.lang. Runti meException: javax.script.ScriptException: TypeError: null has no such
function "getAuthenticationResult" in <eval > at |ine nunber 3

at net.shibboleth.utilities.java.support.scripting.AbstractScri ptEval uator. eval uate
(Abstract Scri pt Eval uat or. j ava: 193)
Caused by: javax.script.ScriptException: TypeError: null has no such function
"get Aut henticationResult" in <eval > at |ine nunber 3

at j dk.nashorn. api.scripting. NashornScri pt Engi ne. t hr owAsScr i pt Except i on( Nashor nScri pt Engi ne. j ava:
470)
Caused by: jdk.nashorn.internal.runtime. ECMAEXxception: TypeError: null has no such function
"get Aut henti cati onResul t"

3. Change the response type to "id_token". It means we are using only authentication endpoint.

nano +632 /etc/httpd/conf.d/auth_openidc. conf
O DCResponseType "id_t oken"

service httpd restart

4. Authenticate user using with this new configuration. Notice there are not errors related to resolving the attribute. Can you explain why?
5. Change the response type back to "code". Correct the attribute to not cause errors. Correct also the attribute to be carried in tokens.

Hints, Tips and Result

<AttributeDefinition id="scriptedAuthenticationFlow d" xsi:type="ScriptedAttribute"

| anguage="nashorn" >

<Scri pt ><! [ CDATA[

| ogger = Java.type("org.slf4j.LoggerFactory").getLogger("net.shibboleth.idp.script.password");

aut hnCt x = profil eContext.get Subcont ext ("net. shibbol et h.idp. authn. context. Aut henti cati onContext");

if (authnCtx !'= null){

scri pt edAut henti cati onFl ow d. addVal ue( aut hnCt x. get Aut henti cati onResul t ().

get Aut henti cati onFl owi d());

}

]1></Script>

<AttributeEncoder xsi:type="oidcext: O DCString" setToToken="true" nanme="flow_id"/>
</AttributeDefinition>



Exercise 4.2

Formatting attribute

1. Authenticate the user. Locate "manipe" claim from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cati on/j son; charset=UTF-8
Content: {"sub": " VUGA777YP3NMUSKRFESX6 SKRAPXLE4AM ", " zonei nf 0" : " Areri ca\/ Los_Angel es", "websi te": "https:\
/\/ wwv. f acebook. com / of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol  ywood Bl vd.","country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai |l _verified":false,"gender":"male", "profile":"https:\/\/fi.w ki pedi a. org\/w ki\/Tom Cruise","
phone_nunber _verified":true, "preferred_usernane":"ttester", "l ocal e":"en-US", "gi ven_name": " Teppo
Mati as","m ddl e_nane": " Matias", "mani pe":"zero 1 3 two","picture":"https:\/\/pi xabay.com/fi\/pentu-
ki ssa- kukka- poti n-tabby-pentu-2766820\/", "updat ed_at ": 1509450347, "ni cknane": " TT", "nane": "M . Teppo
Mati as Testaaj a", "phone_nunber":"+1 (604) 555-1234; ext=5678","fami |y_nanme":"Testaaja","enuil":"
t eppo@xanpl e. org"}

2. Instruct "manipe" to be encoded as an array. Verify the result from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cation/json; charset=UTF-8
Content: {"sub": " VUXA777YP3NMISKRFESX6SKRAPXLE4AM ", " zonei nf o": " Areri ca\/ Los_Angel es", "website": "https:\
I\ wwv. f acebook. com / of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol | ywood Bl vd. ", "country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai |l _verified":false,"gender":"male","profile":"https:\/\/fi.w ki pedi a. org\/w ki\/Tom Cruise","
phone_nunber _verified":true, "preferred_usernane":"ttester", "l ocal e":"en-US", "gi ven_nane": " Teppo
Matias", " m ddl e_nane": " Matias", "mani pe":["zero","1","3","two"],"picture":"https:\/\/pi xabay.com /fi\
/ pent u- ki ssa- kukka- poti n-t abby- pentu-2766820\/", "updat ed_at ": 1509450347, " ni cknanme": " TT", "nanme": " M.
Teppo Matias Testaaja", "phone_nunber":"+1 (604) 555-1234; ext=5678","fam | y_name":"Testaaja","email":"
t eppo@xanpl e. org"}

3. Instruct "manipe" to be encoded as an array of integers. Verify the result from the UserInfo response.

Hints, Tips and Result

Headers:

Cont ent - Type: appl i cati on/json; charset=UTF-8
Content: {"sub": " VUGA777YP3NMISKRFESX6SKRAPXLEAM ", " zonei nf o": " Areri ca\/ Los_Angel es", "website": "https:\
I\ ww. f acebook. com / of ficialtoncruise\/","birthdate":"1962", "address": {"street_address":"234
Hol | ywood Bl vd. ", "country":"US", "l ocality":"Los Angel es","region":"CA", "postal _code":"90210"},"
emai | _verified":false, "gender":"nale", " "profile":"https:\/\/fi.w ki pedi a.org\/w ki\/Tom Crui se","
phone_nunber _verified":true, "preferred_usernane":"ttester", "l ocal e":"en-US", "gi ven_nane": " Teppo
Mati as", "m ddl e_name": "Matias", "mani pe":[1,3],"picture":"https:\/\/pi xabay.com /fi\/pentu-kissa-kukka-
poti n-tabby- pentu-2766820\/", "updat ed_at ": 1509450347, " ni cknanme": " TT", "name": "M . Teppo Mati as
Test aaj a", "phone_nunber":"+1 (604) 555-1234; ext=5678","fam |y_nane":"Testaaja","email":"teppo@xanpl e.
org"}

Attribute Filtering



@ Section Topics

® Requesting Attributes in OIDC
® Filtering attributes for OIDC RPs

Requesting Attributes in OIDC

There are two main mechanisms for RP to ask for attributes,

® Authentication request scope - parameter
© There is a set of standard scope values profile, email, address and phone.
© The claims requested by the standard scope values are expected to be returned from Userinfo endpoint unless response type is
"id_token"
© The claims requested by the standard scope values are treated as voluntary
© You may define your own scope values and rules for them. This has to be agreed by both parties of course.
® Authentication request claims - parameter
© You must declare the target for the claim, ID Token or UserInfo response
© You may list the claim as essential claim
© You may list a expected value for the claim

Claims Request

{
"userinfo":
{
"given_name": {"essential": true},

"ni cknanme": null,
"picture": null,
"http://exanple.info/clains/groups": null

I
"id_token":
{
"email": {"essential": true},
"email _verified': {"essential": true},
"sub": {"value": "248289761001"}
"auth_tine": {"essential": true},
"acr": {"essential": true,
"val ues": ["urn:nmace:incomon:iap:silver",
"urn: mace: i nconmon: i ap: bronze"]}
}

Filtering attributes for OIDC RPs

It is your job to resolve and filter attributes to match the requests. OIDC extension has reserved the right to control some claims you should not try to
resolve or filter.

oidcext:OIDCScope

PolicyRule which returns true if any of the scope values in the authentication request matches a supplied string.


http://openid.net/specs/openid-connect-core-1_0.html#AuthRequest
http://openid.net/specs/openid-connect-core-1_0.html#ScopeClaims
http://openid.net/specs/openid-connect-core-1_0.html#ClaimsParameter
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/SpecialClaims
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AOIDCScope

OIDCScope

<l-- This denonstrates a rule that releases email clains in response to all oidc authentication requests
havi ng scope
emai | . The requester needs to have scope emnil as a registered scope. -->

<AttributeFilterPolicy id="OPEN D_SCOPE_EMAI L">
<Pol i cyRequi rement Rul e xsi:type="o0i dcext: O DCScope" val ue="enmil" />
<AttributeRule attributel D="enuil">
<Permt Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
<AttributeRule attributel D="enmnil _verified">
<Permit Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
</AttributeFilterPolicy>

oidcext:AttributeInOIDCRequestedClaims

Matcher which returns attribute values after comparing them to requested claims parameter of oidc authentication request.

AttributelInOIDCRequestedClaims

<l-- This denonstrates a rule that releases email in id token if specifically asked to be rel eased as
essential for id token -->

<AttributeFilterPolicy id="REQUESTED CLAI M5">
<Pol i cyRequi rement Rul e xsi:type="ANY" />
<AttributeRule attributel D="enuil _i dt oken">
<Per ni t Val ueRul e xsi:type="oidcext: Attributel nO DCRequest edCl ai rs" nat chOnl yl DToken="t r ue"
onlyl f Essential ="true" />
</ AttributeRul e>
</AttributeFilterPolicy>

Exercises

Exercise 5.1

Define a new scope "campus". Target is to have scope "campus" that includes a claim "campus_id" to ID Token.

1. Locate "campusld" attribute from attribute resolver. Add a new filtering rules that releases campusld when scope "campus" is requested.

Hints, Tips and Result

<AttributeFilterPolicy id="COPEN D_SCOPE_CAMPUS" >
<Pol i cyRequi renment Rul e xsi :type="o0i dcext: O DCScope" val ue="canpus" />
<AttributeRul e attributel D="canpusld">
<Permit Val ueRul e xsi:type="ANY" />
</AttributeRul e>
</AttributeFilterPolicy>


https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/oidcext%3AAttributeInOIDCRequestedClaims

nano +633 /etc/httpd/ conf.d/aut h_openidc. conf

QO DCScope "openid campus”

service httpd restart

Hints, Tips and Result

[ root @n43- oi dcshi bop-devel conf]# grep canpus /opt/shibbol eth-idp/logs/idp-process.|og
2018-09-24 05:27:27,048 - | NFO [net.shibbol eth.idp.attribute.resolver.spring. BaseResol ver Pl ugi nPar ser:
63] - Parsing configuration for AttributeDefinition plugin with id: canpusld

scope: openi d canpus
2018-09- 24 05:40: 41,506 - DEBUG [ org. geant.idpextension. oi dc. decodi ng. i npl .
O DCAut henti cati onRequest Decoder: 69] - Decoded i nbound request query string |ogin_hint=teppo%
40192. 168. 0. 150&scope=openi d+canpusé&cl ai ms=%BY¥%22i d_t oken%22%8A% B¥22acr ¥22%Y3A% B¥22val ues¥22Y8AY% B%
22ur n¥8Amace¥BAi ncommon¥BAi ap¥BAsi | ver %2292 C¥22ur n%8Amace¥8Ai ncomon¥BAi ap¥BAbr onze%22% DY2 C%
22essent i al R2%BAt r ue% DY% DY D& esponse_t ype=code&r edi rect _uri =ht t ps¥8AYRFY2F192. 168. 0. 150%8A8443%
2Fprot ect ed%
2Fredirect _uri &t ate=G F7nJQf 21 EQZI vFG 9UZMCxLYY&nonce=7XVKLI pl p2TNt 5gHCHS4QGg9Xggl PzXGSMNc Xy RT11 M&cl i e
nt _i d=_6abd8celbelO6caf 6c65b79934df d5a01
2018-09- 24 05:40:41,768 - WARN [org. geant.idpextension.oidc.profile.inpl.ValidateScope: 93] - Profile
Action ValidateScope: renoving requested scope canpus for rp _6abd8celbeO6caf 6c65b79934df d5a01 as it
is not a registered one




5. Authenticate the user. Verify from the logs that scope "campus" is being requested. Find out from the logs is it being released to ID Token or to
UserlInfo response.

Hints, Tips and Result

grep id_token /opt/shibbol eth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNy ZXQx6kaWFa5n2r BYI | nt WiypRG608acq7Est t E- kkEqpF_I | ECeZ- R elB-

p18f 3r WVWHAAC_DQP8COHk 0 YbJuCBHpKAEGSNsmj CvO7 MVEl b_p5Vei i yUgt VAcYnj WeOCAUFOw_| GHKndl eYi W zO_EhGuvH zwui -
Hgv S65A3VNUYt f bUt 6f xm

yC8KoVBf N7Tj Whl u6wWV_| hUFZuNWh | 4HVhwLhV4vgcpAy VwgPmulzcDgOT2l t kt Ma mezZnDl 3a_r Avf ZhF2VZc6K9xdEcu6NEMbasbQ
gCut Wkvr Tf kBgMs pdGn2_YYapx OW nkM34s0f YEEdcwivB8nx QRKMpP_Jni V5hl MVFi ZSg4qa5J9N2t 501 _F-
vO2nG5Q7bBMy PmvLCc Be XPOVbP2f gZyu_hCcxBwYj nwURY! plj N-

V9dt G_vdRa5Ddn3P0Qcr JQDTQDr Asnkn51NB24b56Ci Q j 4kVFr c4qNpeDhQ7dgG3ML9BKD1r doFMaNTSt NO_Br 3YD2G0B4GDIX31 6U
JOwksnbgDb5aknDgSMknJHDt 96LQqoNDNI - RugE3Omhi t 9ZAUaRUAXMAKY R6gXK5gf hr 8Lzqf | F8Bk2DTVLPyvI 19", "

refresh_t oken": " AAdzZWNy ZXQxvJQv2UDhK1QG e4snt xaYDD9uwFMk09sy FcROFj 851zr Nb1a7UXBSnp6VYJj YHs Xyy| BeO-
BQ4_VA7W.- Yuclu-r J951w3uKyt ERN87s0ZGTv45nCVpvl i sLpL_XAu6x6Jh7DpOCP7b1FZYH2ct W Yx-

Vo9QLyalb1Zys3f ohU6Rg5(24Zvt TuUJugFPyDOdaC Obt TP2eSVSEG nB-

NFz_zOVLWIqwCCG hPKg3FKSXnDo6UX1wyxLt HODVLoBr AJr Zt HVr j sNI 1j JQY61 eNl _yxN6H _O0FNmhnmbEgD8z MTON9-

z1 r no4w7NPHBQK5yt FCXi xmXEK9xgj | f 3uqoLQWMITuM/ee6hQNgRzawc YU3R5j N9Kt CNN_NROv5n8-

R3QTI H Yn7AgdhmlUpEuKonXFCy 9f 09Psq2haQg 588Yt 0YaHqp877bof P5Sj aNVSi x C7TECWAj c11yg2JhRSPGUHQM Rz FuVhUdpVgd
NzZf SD70nr dAMJv _- - XVEdzg9vnCN Pk7XE3j j Vi j vugaVZvUV2HOBRnhQRWCg 12| f OROTBqObU aMPaC87zwBl El 9G QOG_elf w
K3Bf cC7WIQDVEt PuOr RN0gA0", "i d_t oken": " eyJraWQ O JOZXN0a2V5U M LCIhbGci O JSUzI 1Ni J9.

eyJhdF90YXNol j oi b1RBc3dNX2pxROpncHo4WDkz RNy dy | sI nN1Yi | 61 | ZVRz BNz dZUDNOTVULS1JGRVNYN NLUKFQWEXFNELJI i w
i YXVKI j 0i X2ZhYmJj NmY5MGEX MZimYj NnZWAMMVDEWZDR] MrFi ZGVI 1 wi YWy j oi dXJuOmLhY2UBaViBj b21t b246aWFwOnNpbHZI ci
I sl nF1dGhf dd t ZSI 6MIUzNzc3M c4Ni wi aXNzl j oi aHROCHMBXCO9cLzESM 4xNj guMCAXNTAI LCII eHAI G ELMzc3NzYzCODcsl ml hd
Cl 6MIUzNzc3M c4Nywi bmBuY2Ui G J3NnJzdkh2d05UX0FuSVZ30Fh1UTI ucGhi LXFBZ18yenEy STdt UEJMNKANI nO.

I grai c8ugywg2_saSol G BCZFJI Ar gUi WnRQxyj emmZdUG7hxU71 J06GogBGNMKDwh Qg A-

Ck1SB2i VkvA1YbK3xGgCBO4kk YQSWG QLMy1R-

3J0_0OPZ5SU5pj cpo4YUBGYYpQ v2WDAS t f pBgG OHMXRj Td_CLxcmBAMBXMamok CJuf qoP71 6f j AhxcKwe QNPNGEASCG200WTNHI EA82
w OHXZ9Br j B65ky M2 ODL40TINI5UWAGHz Mzr cw2PUHr hnBGKLNGe890SOQ0OWW3Kf xDi U7vg2j g36xnoMUMWNBRFad7-

f NzH3IWNEMz ek QBuusDxr x AHI aVHnt TZndr w', "t oken_t ype": "Bearer", "expi res_i n": 600}

Decode id token, you will get something Iike:

{
kid: "testkeyRS",
al g: "RS256"
FoA
at _hash: "oTAswM j qGIgpz8X93Ecrw',
sub: " VUGA777YP3NMUSKRFESX6 SKRAPXLE4AM ",
aud: " _fabbc6f90al2ff b3f ee0010d4c2abdee”,
acr: "password",
auth_tinme: 1537772786,
iss: "https:\/\/192.168.0. 150",
exp: 1537776387,
iat: 1537772787,
nonce: "wer svHvWNT_Anl VwWBXu@npnb- qAg_2zqg2l 7nPBL6GVI'
}.[signature]

Check now userinfo response. It is one of the last lines in the |og now
tail /opt/shibboleth-idp/logs/idp-process.|og
Content: {"sub": " VUGA777YP3NMUSKRFESX6 SKRAPXLE4M ", " canpus_i d": " Y2Ft cHVZ SWQ="}

You notice the canpus_id is only in the userinfo response.

6. Modify "campusld” attribute resolver to encode the claim always and only to ID Token.

Hints, Tips and Result

<AttributeDefinition id="canpusld" xsi:type="Sinple" sourceAttributel D="canpusld">
<Dependency ref="staticAttributes" />
<AttributeEncoder xsi:type="oidcext: O DCString" nanme="canpus_i d" pl aceTol DToken="true"
denyUserinfo="true"/>
</AttributeDefinition>



7. Authenticate the user. Verify from the logs that scope "campus" is being requested. Verify from the logs it is being released only to ID Token.

Hints, Tips and Result

grep id_token /opt/shibboleth-idp/logs/idp-process.|og

Content: {"access_t oken": " AAdzZWNy ZXQx X6 FZj PLkXdPUi 2UBqUNnkcNway EbDbr sL_LHumkbTpLM2WBQVEOCGhHRS h-

SAt Keal Fx1568_AAESKeHT7qFSJ YKOavGxj 17wWBJ_S8mQGW Ycl | f L2hAC- LnHt vCgY8n_r -

W D_HVIN3UqQIG j bPe X4NHEENf BgGL80EOLbbSMHROXNhBCYOsLcubf aXl 7NOEL7CO0bnm92Su5j FsvZpt f gniyWgkV30Yz X4684bNL2
F_8- 6wl Tbl GoNgXI i OORci 7FSXPOoMX xb_AeAf ADe3n-t| _4dUelJ- r r KP- oG- r Usnk EQQqHUgt BZEI V-

Ym YhA3UP1Ux35XpFYwr bMySb7yZ2zeH

fiukz@ st Mkoi f Vm dzeKTZ8eu069I cZqv1WZGMeMZ3l t f CWH3V5XI 26K] YIgnxaX9FGVEAWRBmM yCcl gt upl scs81 xvnr r 4HyaSQ
ZOG0S0d8Ri 4g6KnKgaob4z CAX2 GGk BCWCt YQu TKS ot LVWNw Nor xhPl yVoor OLDKe2eTl 3en4HIRG _xvaYZTI MyuObB-
eUJgeXyskz_TEj DpnnBoSSBSC2daBNZPns QUaLnz5EORK_C7i t 73hc2TW NXVKA7pA", "ref resh_t oken": "

AAdZ ZWNy ZXQx|j | NnPCFGNnt Df eW xJhGEToRHe3OWPT3WTQIO-

7GBMNHSG K3dzGPl Lul NKHI 8Akhf 7CZi YePeB5AEyV2nFvF5142Q n30hao_pyHO8W Cl 9nBXSr GR7 Qxhz YPdKgShAA0J Uy LKNBj sw
V2BOHsW2dg6t ys4WZW bMPOSMJ _o6m FuuGsunz WJIkKSy qDcuvf UBQUNKZ73UHYMDheuTeZ8Vr F9-

6CcUsBkG7EEEW ogpJ4t XGUcst Z- 3| KeEf 3RR68Ag7Ckoy 7G

QuBL28Kt COKTer y5i qB5ZbKGgx0GDf HEe1c5TqVbRp7pvvIl STMx8EgDuFoUnUCOI GAoFoFM 4WHOf CWNAk QL2WRf sYi yoHI i COaw2n
f12gV-rci ®K26kj 6mmxBf 71ur V2HKnj dJg8cR- V3nbT80D94e14j JFewyFs1_3XYghkDu5Ceept esgObLBYyOoYCLEqxt 4ht _-

f xNgBnsr nganol n4t YRz XDy TKUXJv 8w

f oFf ki C484cr W ut AEbXz AKi pDn2t 43k 9HOHFdMBnof w4CnY4YHeRMs Ophl FEHXSYOgBa73zr 4dzdR5!1 f 9i vLcuuRNe71 f maEEhwzcq
Il G FDU9sOGQA", "i d_t oken": "eyJraWQ O JOZXN0a2V5U M LCIhbCGei G JSUz! 1N J9.

eyJhdF90YXNol j oi W PNj RKYVFUbXhKeE9obn¥Zt dkl 2USI sl nN1Yi | 61 | ZVRz BNz dZUDNOTVU1S1JGRVNYNI NLUKFQAEXFNEL1JI i w
i YXVKI j oi X2ZhYmJj NmY5MGEX MhZniYj NmZWOWMVDEWZDR] MrFi ZGVI 17 wi YWAy | j oi dXJuOmLlhY2U6aWbj b21t b246aWFwOnNpbHZI ci
I sl nF1dGhf dd t ZSI 6MIUzNzc3Mz | yMOwi aXNzl j oi aHROCHVBXC9cLzESM 4xNj guMCAXNTAI LCIl eHAI G EIMzc3NzY4M Qsl ml hd
Cl 6MTUzNzc3Mzl yNOwi bnmBuY2Ui G Jf cDACX3l WeDl sQUhEel JQc GhnVkNRa2J YdmNnMCLUROJgTOONVZvdTI r I i wi Y2Ft cHVZ X2] k
I'j oi WIIGAGNI VnpTV1E9I nO.

ej xpf IN3LWIUgM bB92F2_ DUSNy ViwHUc k CPYNGOL 1 Wk GRFA9nOKDCLnR217f 6ez Qrizcey TT7r ckkmMAWWGEDDQeJoxKJIGzj i Ot mBHz ZU6
2FAMB2zxRL49r | nRT- cBpf H7cpAM mhi 80Rj ci 8pER7M2051 L2ANXzM g8RnLgt S9r 4zt mOXprnu83bPea-

y4Qumilphpsej Pbl anDNZ7Whr ChD26_| r Si d8dCOLu_VTt a3Mgh_BcFOsQonvxSpz5VQ JBHp7vI f xui pf HPM c96Pqj _6pksQHG vBOG
r9yLI XF6l 0O6j a7- 8dTRM ChvTae2t bec62pt epLK5_OSgOFT_GMEQ', "t oken_type": "Bearer", "expires_i n": 600}

Decode id token, you will get something I|ike:

{
kid: "testkeyRS",

al g: "RS256"
A
at _hash: "Z9064daQTrnxJxChnf mvi v@',
sub: " VURAT777YP3INMUSKRFESX6 SKRAPXLEAM ",
aud: "_fabbc6f90al2ff b3f ee0010d4c2abdee",
acr: "password",
auth_tinme: 1537773220,
iss: "https:\/\/192.168.0. 150",
exp: 1537776824,
iat: 1537773224,
nonce: "_p7B_yVx9l AHDzRPphgZCQkbXvcgO0- TGBj NoN5Vou9k" ,
canmpus_i d: "Y2Ft cHVZSWXE"
}.[signature]

Check now userinfo response. It is one of the last lines in the |og now
tail /opt/shibboleth-idp/logs/idp-process.|og
Content: {"sub": " VUGA777YP3NMUSKRFESX6 SKRAPXLEAM "}

You notice the canpus_id is only in the id token.



Exercise 5.2

Define attribute release rules to release "campusld” attribute to be released if asked to be released for ID Token as essential claim.

1. Make sure "campusld" is not requested anymore by scope.

nano +633 /etc/ httpd/ conf.d/auth_openidc. conf

O DCScope "openid"

2. Modify RP to ask "campusld" as essential ID Token claim.

nano +417 /etc/httpd/ conf. d/ auth_openidc. conf
O DCAut hRequest Par ans cl ai ms=%B%22i d_t oken%22%8A% BY%22canpus_i d%22%38A¥R20% BYR2essent i al 9R2%3A¥20t r ue% DY DY D

service httpd restart

3. Add a new filtering rule that will release "campusld" only if requested to be released as essential ID Token claim

Hints, Tips and Result

<AttributeFilterPolicy id="REQUESTED CAMPUS_CLAI M5">
<Pol i cyRequi renment Rul e xsi:type="ANY" />
<AttributeRul e attributel D="canpusld">
<Per mi t Val ueRul e xsi:type="oidcext: Attributel nO DCRequest edCl ai ns" nat chOnl yl DToken="tr ue"
onlyl fEssential ="true" />
</AttributeRul e>
</AttributeFilterPolicy>

4. Authenticate the user and verify from the logs the attribute is released. At this point you should be able to do it without hints and tips.

Subject Identifier

@ Section Topics

® Subject Identifier
® Subject Identifier Generation

Subject Identifier

Locally unique and never reassigned identifier within the Issuer for the End-User, which is intended to be consumed by the Client. It MUST NOT exceed
255 ASCII characters in length. The value is a case sensitive string.

Two types of Subject Identifiers, public and pairwise, http://openid.net/specs/openid-connect-core-1_0.html#SubjectIDTypes
Different RPs may belong to same pairwise group by sharing the sector_identifier_uri - value

Placed always in ID Token and UserInfo response, whether requested or not.

Subject Identifier Generation


http://openid.net/specs/openid-connect-core-1_0.html#SubjectIDTypes

Extension provides default resolver and a configuration for it.

oidc-subject.properties

# The source attribute used in generating the subject
i dp. oi dc. subj ect.sourceAttribute = uid

# The digest algorithmused in generating the subject
#i dp. oi dc. subj ect. al gori thm = SHA

# The encoding used in generating the subject
#i dp. oi dc. subj ect . encodi ng = BASE32

# The salt used in generating the subject
# Do *NOT* share the salt with other people, it's like divulging your private key.
i dp.oidc.subject.salt = this_too_shoul d_be_ch4ng3dExerci ses

attribute-resolver.xml

<!-- Subject lIdentifier is a attribute that nust always be resol ved.
There has to be exactly one resolved and filtered attribute that would be encoded as 'sub'.
This exanple attribute (the data connector actually ) will generate public or pairw se 'sub’ depending on
client registration data. -->

<AttributeDefinition id="subject" xsi:type="Sinple" activati onConditionRef="SubjectRequired">
<l| nput Dat aConnect or ref="conput edSubj ect|d" attributeNanes="subjectld"/>
<AttributeEncoder xsi:type="oidcext: O DCString" name="sub" />

</ AttributeDefinition>

<l--
Subj ect ldentifier is a attribute that nust always be resol ved.
There has to be exactly one resolved and filtered attribute that woul d be encoded as 'sub'.

Use activation conditions and filters to ensure the requirenment is net if you have need for several
different kind of formats for 'sub'.

<AttributeDefinition id="subject-public" xsi:type="Sinple" sourceAttributel D="uid" activationConditionRef="
Publ i cRequi red" >
<Dependency ref="uid" />
<AttributeEncoder xsi:type="oidcext: O DCString" name="sub" />
</ AttributeDefinition>

<AttributeDefinition i d="subject-pairw se" xsi:type="Sinple" activationConditionRef="Pairw seRequired">
<I nput Dat aConnect or ref="conput edSubj ect|d" attributeNanes="subjectld"/>
<Attribut eEncoder xsi:type="oidcext: O DCString" name="sub" />

</AttributeDefinition>

-

<!-- Data Connector for generating 'sub'" claim
The connector nay be used to generate both public and pairw se subject values -->
<Dat aConnect or i d="conput edSubj ectld" xsi:type="Conputedld"
gener at edAttri but el D="subj ect|d"
sourceAttributel D="%i dp. oi dc. subj ect.sourceAttribute}"
sal t ="9% i dp. oi dc. subj ect.salt}"
al gorithm="9% i dp. oi dc. subj ect . al gori t hm SHA}"
encodi ng="% i dp. oi dc. subj ect . encodi ng: BASE32} " >
<Dependency ref="%i dp. oi dc. subj ect.sourceAttribute}"/>
</ Dat aConnect or >



attribute-filter.xml

<AttributeFilterPolicy id="OPEN D _SCOPE">
<Pol i cyRequi renent Rul e xsi:type="oi dcext: O DCScope" val ue="openid" />
<AttributeRule attributel D="subject">
<Perm t Val ueRul e xsi:type="ANY" />
</ AttributeRul e>
</AttributeFilterPolicy>

Exercise 6.1

Configuring Subject claim

1. Modify the registration data of the RP to list subject of type pairwise.

nano /opt/shibbol et h-i dp/ met adat a/ oi dc-client.json

{
"scope":"openid info profile enail address phone",
"redirect _uris":["https://192.168.0.150: 8443/ protected/redirect_uri"],
"client_id":"test_rp",
"client_secret":"testSecret1234",
"response_types":["id_token", "code"],
"grant _types":["authorization_code","inmplicit", " "refresh_token"],
"subj ect _type": "pairw se"
}

2. Authenticate the user. Verify from landing page or from logs that the value of subject is different from previously used public value.

Hints, Tips and Result

[ O DC_CLAI M sub] => D@YFEXBF65XMAULUJHBAI 34| VRR3GT5

3. Activate the attributes "subject-public" and "subject-pairwise". Ensure the filtering rules are such that these attributes are not filtered out but the
attribute "subject” is filtered out for your RP.
4. Modify the registration data of the rp to request subject of type public.

nano /opt/shibbol et h-i dp/ net adat a/ oi dc-client.json

{
"scope":"openid info profile ennil address phone",
"redirect _uris":["https://192.168.0.150: 8443/ protected/redirect_uri"],
"client_id":"test_rp",
"client_secret":"testSecret1234",
"response_types":["id_token", "code"],
"grant _types":["authorization_code","inplicit","refresh_token"],
"subj ect _type":"public"
}

5. Authenticate the user. Verify from landing page or from logs that the value of subject is now this plain text value.

Hints, Tips and Result

[ O DC_CLAI M sub] => teppo

Profile Configurations



@ Section Topics
® SAML and OIDC profile configurations

= Profile configuration options
= Default vs. RP-specific profile configurations

SAML and OIDC profile configurations



Default (SAML) profile configurations

® The profile configuration file is /opt/shibboleth-idp/conf/relying-party.xml

<beans xm ns="http://ww. spri ngfranmework. org/ schema/ beans"
xm ns: context="http://ww. springfranmework. org/ schema/ cont ext "
xm ns:util="http://ww.springfranework. org/schema/util"
xm ns: p="http://ww.springframework. or g/ schena/ p"
xm ns: c="http://ww. springfranework. org/ schena/ c"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi: schemaLocati on="http://ww. spri ngframework. org/ schema/ beans http://ww. springfranmework. org
/ schema/ beans/ spri ng- beans. xsd
http://wwm. springframewor k. or g/ schema/ cont ext http://ww. springfranmework. org
/ schema/ cont ext / spri ng- cont ext . xsd
http://ww. springfranework. org/ schema/util http://ww.springfranmework. org
/schema/util/spring-util.xsd"
defaul t-init-method="initialize"
def aul t - destr oy- net hod="destroy">

<l--

Unverified RP configuration, defaults to no support for any profiles. Add <ref> elenents to the
l'ist

to enable specific default profile settings (as below), or create new beans inline to override
defaul ts.

"Unverified" typically neans the 1dP has no netadata, or equival ent way of assuring the identity
and
legitimacy of a requesting system To run an "open" |dP, you can enable profiles here.
-->
<bean i d="shi bbol et h. Unveri fi edRel yi ngParty" parent="Relyi ngParty">
<property name="profil eConfigurations">

<list>
<!-- <bean parent="SAM.2. SSO' p:encryptAssertions="false" /> -->
</list>
</ property>
</ bean>
<l--

Default configuration, with default settings applied for all profiles, and enabl es
the attribute-rel ease consent flow.
-->
<bean i d="shi bbol et h. Def aul t Rel yi ngParty" parent="Rel yi ngParty">
<property name="profil eConfigurations">
<list>
<bean par ent =" Shi bbol et h. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" />
<ref bean="SAM.1. AttributeQuery" />
<ref bean="SAM.1. ArtifactResolution" />
<bean parent="SAM.2. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" />
<ref bean="SAM.2. ECP" />
<ref bean="SAM.2. Logout" />
<ref bean="SAM.2. AttributeQuery" />
<ref bean="SAM.2. ArtifactResol ution" />
<ref bean="Liberty.SSCs" />
</list>
</ property>
</ bean>



Default OIDC profile configurations

" The OIDC profile configuration file is /opt/shibboleth-idp/conf/oidc-relying-party.xml

<l-- ODC Profile Configurations. -->
<bean id="0O DC. SSO' cl ass="org. geant. i dpextensi on. oi dc. confi g. O DCCor ePr ot ocol Confi gurati on"
p: securityConfiguration-ref="%idp.security.oidc.config:shibbol eth. oidc.
Def aul t SecurityConfiguration}”
p:i DTokenLifetine="%i dp. oi dc. i dToken. def aul tLi fetine: PT1H"
p: accessTokenLifeti me="% i dp. oi dc. accessToken. def aul tLi feti ne: PTLOM "
p: aut hori zeCodelLi f eti ne="9%i dp. oi dc. aut hori zeCode. def aul t Li feti me: PT5SM "
p: refreshTokenLi feti me="9% i dp. oi dc. refreshToken. def aul tLi f eti me: PT2H} "
p: servl et Request - ref ="shi bbol et h. Ht t pSer vl et Request "
p: t okenEndpoi nt Aut hMet hods="%i dp. oi dc. t okenEndpoi nt Aut hMet hods: cl i ent _secr et _basi c,
client_secret_post,client_secret_jw,private_key_jw}" />

<bean i d="0 DC. User | nfo" class="org.geant.idpextension.oidc.config.d DCUser| nfoConfiguration"
p: securityConfiguration-ref="%idp.security.oidc.config:shibbol eth. oidc.
Def aul t Securi tyConfiguration}"
p: servl et Request -r ef =" shi bbol et h. Ht t pSer vl et Request” />

<bean i d="0O DC. Regi stration" class="org. geant. i dpextension. oidc.config.
O DCDynanmi cRegi strationConfiguration”
p: securityConfiguration-ref="%idp.security.oidc.config:shibboleth. oidc.
Def aul t Securi tyConfi guration}"
p: servl et Request - r ef ="shi bbol et h. Ht t pSer vl et Request "
p: t okenEndpoi nt Aut hMet hods="2% i dp. oi dc. dynr eg. t okenEndpoi nt Aut hMet hods: cl i ent _secret _basi c,
client_secret_post,client_secret_jw,private_key jw}" />

<bean i d="0 DC. Configuration" class="org.geant.idpextension.oidc.config.
QO DCPr ovi der | nf or mat i onConfi guration”
p: securityConfiguration-ref="%idp.security.oidc.config:shibboleth. oidc.
Def aul t Securi tyConfi guration}"
p: servl et Request - ref =" shi bbol et h. Ht t pSer vl et Request "/ >

<bean i d="QAUTH2. Revocati on" cl ass="org. geant. i dpextensi on. oaut h2. confi g.
QAut h2TokenRevocat i onConfi gurati on”
p: securityConfiguration-ref="%idp.security.oidc.config:shibbol eth. oidc.
Def aul t SecurityConfiguration}”
p: servl et Request - ref ="shi bbol et h. Ht t pSer vl et Request "/ >



Relying party configuration
® The main configuration file is /opt/shibboleth-idp/conf/relying-party.xml

<beans xm ns="http://ww. spri ngfranmework. org/ schema/ beans"
xm ns: context="http://ww. springfranmework. org/ schema/ cont ext "
xm ns:util="http://ww.springfranework. org/schema/util"
xm ns: p="http://ww.springframework. or g/ schena/ p"
xm ns: c="http://ww. springfranework. org/ schena/ c"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi: schemaLocati on="http://ww. spri ngframework. org/ schema/ beans http://ww. springfranmework. org
/ schema/ beans/ spri ng- beans. xsd
http://wwm. springframewor k. or g/ schema/ cont ext http://ww. springfranmework. org
/ schema/ cont ext / spri ng- cont ext . xsd
http://ww. springfranework. org/ schema/util http://ww.springfranmework. org
/schema/util/spring-util.xsd"
defaul t-init-method="initialize"
def aul t - destr oy- net hod="destroy">

<i nport resource="oidc-relying-party.xm"/>

<bean i d="shi bbol et h. UnverifiedRel yi ngParty" p:responderl|dLookupStrategy-ref="
profil eResponder | dLookupFuncti on" parent="Rel yi ngParty">
<property name="profil eConfigurations">
<list>
<bean parent="0 DC. Regi stration" />
<bean parent="0 DC. Confi guration" />
</list>
</ property>
</ bean>

<bean i d="shi bbol et h. Def aul t Rel yi ngParty" p:responder|dLookupStrat egy-ref="
prof i | eResponder | dLookupFuncti on" parent ="Rel yi ngParty">
<property name="profileConfigurations">
<list>
<bean parent =" SAML2. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" />
<ref bean="SAM.2. Logout" />
<bean parent="0 DC. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" />
<bean parent="0 DC. User | nfo"/>
<bean parent =" OAUTH2. Revocati on"/>
</list>
</ property>
</ bean>

Profile configuration options



Profile configuration options

® https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/ProfileConfigurations
® https://wiki.shibboleth.net/confluence/display/IDP30/RelyingPartyConfiguration
© Shared options with all configurations
® Standard security configuration and our extensions.
® Used in various ways, depending on the context
O QOIDC.Configuration: signing + encryption configuration (credentials, algorithms) for openid-configuration
© OIDC.Registration: which signing + encryption configuration details are supported
© OIDC.SSO: which signing + encryption configuration is enabled
" |nbound interceptor flows
® Qutbound interceptor flows
© Client authenticable configuration options for OIDC.SSO, OIDC.Registration and OAUTH2.Revocation
" Endpoint authentication methods
© Flow-aware configuration options for OIDC.SSO and OIDC.Registration
® Flags to enable implicit, hybrid and authorization code flows
" Flag to enable refresh tokens
© Flow-specific options
" Multiple options especially for OIDC.SSO and OIDC.Registration (lifetimes, etc)
= Post authentication flows, default authentication methods for OIDC.SSO

Default vs. RP-specific profile configuration

Profile configuration vs client metadata - overlapping configurations

® Default profile configurations enable wide set of features
® Standard shibboleth.RelyingPartyOverrides mechanism can be used with OIDC RPs too

Snippet of /opt/shibboleth-idp/conf/relying-party.xml

<util:list id="shibbol eth.RelyingPartyOverrides">
<bean parent =" Rel yi ngPartyByNane" p:responder| dLookupStrategy-ref="
profil eResponder | dLookupFuncti on" c:relyingPartylds="test_rp">
<property name="profil eConfigurations">
<list>
<bean parent="0 DC. SSO' />
</list>
</ property>
</ bean>
<futil:list>

® Some of the profile configuration options have overlapping claims in the client metadata
© E.g. token endpoint authentication methods

Exercises


https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/ProfileConfigurations
https://wiki.shibboleth.net/confluence/display/IDP30/RelyingPartyConfiguration
https://build.shibboleth.net/nexus/service/local/repositories/site/content/java-identity-provider/3.3.1/apidocs/net/shibboleth/idp/profile/config/SecurityConfiguration.html
https://github.com/CSCfi/shibboleth-idp-oidc-extension/wiki/SecurityConfiguration

Snippet of /opt/shibboleth-idp/conf/relying-party.xml

<bean i d="shi bbol et h. Def aul t Rel yi ngParty" p:responder|dLookupStrategy-ref="
profil eResponder | dLookupFuncti on" parent="Relyi ngParty">
<property name="profil eConfigurations">
<list>
<bean parent="SAM.2. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" />
<ref bean="SAM.2. Logout" />
<bean parent="0 DC. SSO' p: post Aut henti cati onFl ows="attri bute-rel ease" p:
addi ti onal Audi encesFor | dToken="test _api" />
<bean parent="0 DC. User I nf 0"/ >
<bean parent =" OAUTH2. Revocati on"/>
</list>
</ property>
</ bean>

Hints, Tips and Result

[O DC_CLAI M aud] => test_rp,test_api

Snippet of /opt/shibboleth-idp/conf/relying-party.xml

<util:list id="shibbol eth. RelyingPartyOverrides">
<bean parent ="Rel yi ngPartyByNane" p:responder|dLookupStrategy-ref="
profil eResponder | dLookupFunction" c:relyingPartylds="test_rp">
<property nanme="profil eConfigurations">
<list>
<bean parent="0 DC. SSO' />
</list>
</ property>
</ bean>
<futil:list>




2. Are the additional audiences now visible for test_rp as they are defined in shibboleth.DefaultRelyingParty? Why?

Hints, Tips and Result

[O DC_CLAI M aud] => test_rp

They are not, because the settings from O CD. SSO defined in oidc-relying-party.xm are inherited, not
O DC. SSO settings from shibbol et h. Def aul t Rel yi ngParty.

3. What happens if you configure that only private_key_jwt is accepted as the token endpoint authentication method for test_rp?

Snippet of /opt/shibboleth-idp/conf/relying-party.xml

<util:list id="shibboleth.RelyingPartyQverrides">
<bean parent =" Rel yi ngPartyByNane" p:responder| dLookupStrategy-ref="
profil eResponder | dLookupFunction" c:relyingPartylds="test_rp">
<property name="profileConfigurations">
<list>
<bean parent="0 DC. SSO' p:tokenEndpoi nt Aut hMet hods="private_key_jw" />
</list>
</ property>
</ bean>
<futil:list>

Snippet of /opt/shibboleth-idp/logs/idp-process.log

2018-10-04 12:45:49,839 - DEBUG [ org. geant.idpextension.oidc.profile.inpl.
InitializeRelyingPartyContext:170] - Attaching RelyingPartyContext for rp test_rp

2018-10-04 12: 45: 49,839 - DEBUG [org. geant.idpextension.oidc.profile.inpl.
InitializeRelyingPartyContext:175] - Profile Action InitializeRelyingPartyContext: Setting the rp
context verified

2018-10-04 12: 45: 49,840 - DEBUG [net. shi bbol eth.idp.profile.inpl.SelectRelyingPartyConfiguration: 136]
- Profile Action Sel ectRel yi ngPartyConfiguration: Found relying party configuration EntityNanes
[test_rp,] for request

2018-10-04 12:45:49,843 - WARN [org. geant. i dpextension.oidc.profile.inpl.

Val i dat eEndpoi nt Aut henti cation: 250] - Profile Action ValidateEndpoi nt Aut hentication: The requested
met hod client_secret_basic is not enabl ed

2018-10- 04 12:45: 49,843 - WARN [org. geant.idpextension.oidc.profile.inpl.

Val i dat eEndpoi nt Aut henti cation: 230] - Profile Action ValidateEndpoi nt Aut hentication: Unsupported
client authentication nethod client_secret_basic

2018-10-04 12:45:49,853 - WARN [org. opensam . profile.action.inpl.LogEvent: 105] - A non-proceed event
occurred while processing the request: AccessDeni ed

Exercise 7.3 - Advanced access-control configuration with context-check



The goal of this exercise is to configure the test_rp application to be only accessible for teppo2 user. Shibboleth IdP provides context-check interceptor
for this purpose.

1. Add context-check post authentication flow to the relying party configuration

Snippet of /opt/shibboleth-idp/conf/relying-party.xml

<util:list id="shibboleth.RelyingPartyQOverrides">
<bean parent ="Rel yi ngPartyByNane" p:responder| dLookupStrategy-ref="
profil eResponder | dLookupFuncti on" c:relyingPartylds="test_rp">
<property name="profileConfigurations">
<list>
<bean parent="0 DC. SSO' p: post Aut henti cati onFl ows="cont ext - check"/>
</list>
</ property>
</ bean>
<futil:list>

2. Edit /opt/shibboleth-idp/conf/intercept/context-check-intercept-config.xml for your needs. HINT! The existing file contains good basis, find out
from attribute-resolver which is the username in your configuration.

Hints, Tips and Result

<bean i d="shi bbol et h. cont ext - check. Condi ti on" parent="shi bbol et h. Condi ti ons. AND" >
<constructor-arg>
<list>
<bean parent ="shi bbol et h. Condi ti ons. Rel yi ngPartyl d" c:candi dates="#{{"test_rp'}}" />
<bean cl ass="net. shi bbol eth.idp.profile.logic.SinpleAttributePredi cate"
p: useUnfilteredAttri butes="true">
<property name="attri buteVal ueMap">

<map>
<entry key="uid">
<list>
<val ue>t eppo2</ val ue>
</list>
</entry>
</ map>
</ property>
</ bean>
</list>
</ constructor-arg>

</ bean>

3. Restart IDP service and try to access the test RP with teppo and teppo2 (same password). You can logout the user via /idp/profile/Logout -
endpoint.

Snippet of /opt/shibboleth-idp/logs/idp-process.log

2018-10-05 01: 20: 37,187 - | NFO [ Shi bbol et h- Audi t. SSO 276] -
20181005T012037Z| Aut henti cati onRequest||test _rp| http://csc.fi/ns/profiles/oidc/sso/browser|https://192.
168. 0. 150] | | teppol | | ]


https://wiki.shibboleth.net/confluence/display/IDP30/ContextCheckInterceptConfiguration
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